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CHANGE HISTORY SECTION

1 Removed Latent functionality that will
not be carried forward in NGI: CFS,
ELR, NAR, LSMQ, & LSMR, ULAC.

f Reworded Section 3.4.2 Latent Print
Investigation for the added NGI
functionality and changes being
made.

1 Added more wording to new
functionality being offered by NGI

1 Updating certain places to be
conformant with ANSI/NIST-ITL 2011.

1 Updated functionality being offered in

NGI Il ncrement 3 by
Capabilityd to 6N(
those items.

Section 3.1.1:

T NGI will be enrolling palmprints and
supplemental fingerprint and
palmprints included on Tenprint
Identification Submissions

Section 3.1.2:

1 NGI will be allowing additional record
types on the Latent Identification
Submissions, taking over functionality
of CFS & ELR

T I'ncluding 6éinconcl
be returned

Section 3.1.3:

1 Expanding RPIS to be used by CBP
for rapid searching of the criminal
repository.

Section 3.1.3:
9 Including in the response to CBP

rapid search only

Section 3.3.1:

9 Updated IRQ/IRR/ISR to include the

Version/ | Revision Date Description Of Change QA Approved Date
Revision
9.3 5/27/2011 General:
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Section
1

Section
1

Section
1

Section
1

Section
1

new image sets being made
available: Palmprint and
Supplemental image sets.

3.3.2:

Adding new TOT BATQ/BATR for
Audit Trail Retrieval of the new image
sets.

3.4.2:

Added the repository selection, NDR,
of criminal and/or civil for Penetration
Query (LPNQ).

Expanding LFIS/LFFS/SRL with the
new functionality being offered by
NGI. Major change is searching each
event print to give more accurate
results. Including this additional
information in the search results.

3.4.3:

Included the option to select the
repository (NDR) for the statistics

query (LRSQ).

3.5.1:

Expanding the ULM to include when a
biometric decision of an IDENT from a
contributor that is not the owner of the
unsolved latent print along with
additional matched image sets being
returned.

3.6.3:

Adding new BDEL/BDELR TOT for
deletion of palmprint and
supplemental image sets previously
enrolled by owner.

Adding new BDEC/BDECR TOT for
biometric decision request which will
aid in tuning the NGI matcher
accuracy.

Expanding the FIS TOT to support
enrolliment of palmprint and
supplemental image sets.

Appendix C:
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f Redefined FBI Number to use UCN

1 Increase maximum occurrences of
the NDR field

T Added 6éinconcl usiy
f Added new values to IMT
9 Added new fields:

0 ATR Audit Trail Record

o BIAT Biometric Available

o BID 1 Biometric Image
Descriptor

BSI i Biometric Set Identifier

CNL i Candidate
Investigative List

EVI1 Event Identifier
NIR T Number Images

Requested

o PPD1 Print Position
Descriptor

0 ULRT Unsolved Latent
Retain

Appendix J:
1 Including complete definition of the
6publicdo templ ate

the Extended Feature Set.

Appendix M:

T Removed messages that will not be
returned by CJIS.

Appendix N:
Added user defined field for
describing source of image
o ISC

Appendix P:
1 Adding complete definition of
Fingerprint Image Set, Palmprint
Image Set, and Supplemental Image
Set
1 Including examples of transactions,
updating figures

Appendix Q (new):
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1 Adding Type-15 Definitions
Appendix R (new):
1 Adding Type-13 Definitions
Appendix AC:

1 Adding/removing acronyms as

necessary
9.2 1/14/2011 General:

 Removed all references to the
document versions and added a
separate listing of all the documents
referenced in the standard.

1 Fixing clerical errors.

1 Adding new services now offered by
CJIS/IAFIS.

1 Expanding definitions for new
services to be offered by NGI.

Table of Contents:
1 Corrected figure numbers and page
numbers for figures in Appendix P
Section 3:

1 Removed references to Palmprint
Search and Supplemental Fingerprint
and Palmprint Search as those will be
covered under the enhance Friction
Ridge Search.

1 Moved section on Palmprint and
Supplemental Fingerprint and
Palmprint submission to newly
created Appendix P along with
expanding on CJIS expectations of
how to submit those image sets.

1 Expanded several sections with more
detail of what NGI will be offering as
design moves forward.

1 Adding wording to the following TOTs
that they will not be carried over into
NGI: CFS, ELR, NAR, LSMQ, &
LSMR, ULAC.

Appendix B:
9 Clarified wording on the DAT 1.005
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field as date transaction was
submitted.

1 Added XML encoding namespaces
for Type-1 fields.

1 Corrected sample column entries in
Table B-1

Appendix C:

1 Added XML encoding hamespaces
for Type-2 fields.

T Removed the O0Max
column from Table C-1

1 Corrected sample column entries in
Table C-1

Appendix D:
f Added rows for GEO Locator fields
f Added column for the new services:
o FVR
Appendix E:

1 Added rows for GEO Locator fields

9 Ensure that all tables in appendix
have the same fields listed

f Added column for the new services:

o ERRR

1 Removed the following TOTs due to

duplication:
o0 ERRI
Appendix F:

1 Corrected wording for the addition of
the new section for Mobile ID.

1 Added language concerning
grandfathering of SAP level 10 and 20
acquisition devices procured for RISC
pilot

1 New devices procured after January
1, 2012 will be subjected to minimum
SAP level 30 requirement

Appendix J:

M Added XML encoding hamespaces

for Type-9 fields.
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Appendix L:

1 Correct number of records expected
for different transactions.

1 Reorganized Tables L-3 & L-4 to
allow for more modalities along with
breaking them into more tables for
easy of reading.

1 Added Table L-5
Transaction/Response/Error TOT
Correspondence

Appendix P (NEW)

 Added more detail about how to
submit Palmprint Image Sets and
Supplemental Fingerprint and
Palmprint Image sets.

9.1 1/29/2010 General:

1 Changed all references to the
ANSI/NIST standard to the ITL-2007

version.

1 Ensure all wording, definitions, and
descriptions are consistent with
ANSI/NIST-ITL 2007.

1 Removed Future Capability TOTs
where design has not started for
those messages.

Section 3:

1 Changed RISC Noatification to
Unsolicited Hit Notification and
assigned it TOT UHN.

 Reworded text for RPIS, RPISR, and
UHN TOTs to align with NGI
Increment 2 design.

1 Renamed LFIS & LFFS to Latent
Friction Ridge Image Search & Latent
Friction Ridge Feature Search.

Appendix C:
1 Added new elements:

o SlI, 2.2023 1 Supplementary
Identity Information initially
used for RPISR TOT
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Indicator initially used for
UHN TOT

1 Updated element descriptions to

reflect NGI Increment 2 design:

0 ACN, 2.071 - Action to be
Taken

o CRI, 2.073 - Controlling
Agency ldentifier

o ERS, 2.075 - Electronic Rap
Sheet
NOT, 2.088 - Note Field
RAP, 2.070 - Request for
Electronic Rap Sheet

0 SRF, 2.059 - Search Results
Findings

1 Included definition for missing
element:
o SLE, 2.0551 Custody or
Supervisory Literal
o ITD. 2.0581 Image Record
Type Desired
1 Updated definitions:
0 TSR, 2.0431 Type of Search
Requested
T Added DoD06s Gkeelbcatari
as Future Capability for Mobile 1D
Appendix D:
f Added row for new SllI element
1 Added/Changed elements to existing
TOTs:
o RPIS
o RPISR
o ITD
I Corrected values for elements of
existing TOTs that were represented
incorrectly
1 Deleted column for FVR
Appendix E:
 Added new column for UHN TOT
1 Added row for new HTI element
1 Corrected values for elements of

existing TOTs that were represented
incorrectly
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Appendix I:

1 Corrected values for elements of
existing TOTs that were represented
incorrectly

Appendix J:

9 Corrected definitions to line up with

how IAFIS processes Type-9 records
Appendix L:

1 Added data to tables for NGI
Increment 2 design

1 Adjusted number of record types for
TOTSs as necessary

f Added new fields to Tables L-1, L-2

Appendix O (NEW)
1 Added NCIC POB Code Table
Appendix AC

1 Added acronyms for NGI Increment 2
design

M Corrected acronyms that had the
incorrect description

9.0 9/8/2009 Reorganization of document into the NGI
Core User Services:

1 Identification Service

1 Verification Service

9 Information Service

1 Investigation Service

1 Notification Service

1 Data Management Service

Removed all TOTs from
sections until such a time as design has been
completed and decision on which TOT will be
used.

3.1.6:

1 Added new section for Card Scanning
Service (CSS) TOTs.
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3.4.5:

1 Added new section for Biographic
Investigation Submissions, includes
new TOTs: Electronic Subject Search
(EQHR, EHRR, EQER, & EQRR).

Appendix A:
 Reformatted Table A-1
f Added new Tables A-2 & A-3

Appendix B:

1 Table B-1 for Type 1 record elements
was replaced with previous versions
table.

Appendix C:
 Added new elements:
o CIDN, 2.2022 i Contributor
Assigned Identification
Number for the EQHR TOT
1 Updated elements:

0 NCR, 2.079 7 Number of
Candidates/Images Returned
for EQHR TOT

Appendix D:
1 Added new columns for EHRR,
EQER, EQHR, EQRR, & RPISR
1 Added/Changed elements to existing
TOTs:
o ULM: optional 2.060, MSG

Appendix L:
1 Updated Element Name:

0 NCR, 2.079 7 Number of
Candidates/Images Returned
for EQHR

 Added New Element:

o CIDN, 2.2022 i Contributor
Assigned Identification
Number

1 Added new Transaction to Recordset
Summary Tables:
o External Query History
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Request

o External Query History
Response

Appendix M:

1 Removed Error Codes no longer
being used:

o L0069, S0006, W0009, &
W0010

Appendix AC:

1 Added new acronyms:
o CIDN, EHRR, EQER, EQHR,
& EQRR
1 Updated acronym name:
o NCR
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PREFACE
How to Use This Document

This section briefly describes the parts of this document and shows how the user can
utilize the document in an efficient manner.

U Section lintroduction This section explains why this document wasated, brief
descriptions of the specification, and the elements that are commonly used.

U Section 2ScopeThis section explains the scope of this documenttarmmirpose.

U Section 30perational ConceptFhis sectiordescribeshe User Services beindfered
by Next Generation Identification (NGI).

U Appendix A:Transaction Response Timd#is appendix briefly presents priorities for
each transaction type and response times for the transaction described in this document.

0 Appendix B:Descriptors And Fielddit Specifications For Typ# Logical RecordsThis
appendix describes the field list for Tyfiegecords (Header Information).

U Appendix C:Descriptors And Field Edit Specifications For Typéogical RecordsThis
appendix contains the definitions oflfis used for the Typ2 records (Transaction
Descriptive, Demographic, and Biographic Information).

U Appendix D:Summary Logical Record Layouts For Typddentification And
Verification TransactionsThis appendix contains a summary of Tygéelds for the
Identification and Verification User Services transactions.

U Appendix E:Summary Logical Record Layouts For Typdnvestigation, Information,
and Notification Transaction$his appendix contains the summary of Tygelds for
the Investigation, Informtion, and Notification User Services transactions.

U Appendix F:CJIS Image Quality SpecificatiorBhis appendix gives the Integrated
Automated Fingerprint Identification System (IAFIS) Image Quality Specifications for
fingerprint scanners, bothforr adi t i onal rolled prints and |
and Fast Track Certification procedures.

U Appendix G:ReservedThis appendix is currently Reserved for Future Use.

U Appendix H:Descriptors And Field Edit Specifications For Typé&ogical Recads.

This appendix presents the TypéTenprint Fingerprint Card Images) logical record
field list, including descriptors and edit specifications.

U Appendix I:Summary Logical Record Layouts For Typdata Management
TransactionsThis appendix presentssammary of Type record layouts for Data
Management User Services transactions.

U Appendix JDescriptors And Field Edit Specifications For Typéogical RecordsThis
appendix gives the Typ@ (Fingerprint Minutiae Information) logical record field list,
including descriptors and edit specifications.

U Appendix K:Descriptors And Field Edit Specifications For Typ@ Logical Records.
This appendix details the Tyd® (Photo Images) logical record field list and the Fgpe
(Photo) transaction field listé\ppendix K also gives considerable detail concerning
photos and Typ& descriptor information for Scars, Marks, and Tattoos.
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Appendix L: Summary TablesThis appendix provides a complete crosference of
elements and their tag numbers and lists logicalrceequirements for each transaction
type.

Appendix M:Transaction Error Messagé&this appendix contains error message details
Appendix N:Field Edit Specifications For Typ#4 Logical RecordsThis appendix
provides definition descriptors and fielditstbf Type14 Variable Resolution Fingerprint
Image Record

Appendix O:NCIC POB Code Tablél'his appendix contains codes applicable to place
of birth and citizenship, and displays allowable codes for each.

Appendix P:Specifications For Transmitting Pabmints And Supplemental Fingerprints
This appendix contains the recommendations for submission of palmprints along with
supplemental fingerprint and palmprintages

Appendix Q Descriptors And Field Edit Specifications For Type Logical Records.
This appendix contains the detail of the Ty, Palmprint, record type elements.
Appendix R: Descriptors And Field Edit Specifications For F¢fd ogical Records

This appendix contains the detail of the Tyi®: Friction Ridge, record type elements.
Appendix AC:Acronyms.

For example, to obtain information for sending a Criminal Tenprint Submission, (Answer
Required) (CAR), refer to Section 3 for CAR definition, Appendix B for T¢pegical record
field list, Appendix D for the Typ@ CAR transactio field list, and Appendix C for field
definitions.
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INTRODUCTION
1.1 Background

For nearly 100 years, fingerprint cards have been accepted as the standard means for recording
and storing fingerprint identification dat@ver thatperiod, the content, format, and quality of
fingerprint cards have been revised and refilr@yerprint cards have evolved into an accepted
international standard for the exchange of fingerprint, identification, and arrest data between
criminal andnoncriminal justice agencies.

Historically fingerprint cards were physically transported and processed; therefore, substantial
delaysoccurredn the identification cycleThe Integrated Automated Fingerprint Identification
System (IAFIS) was developed to supptbe paperless submission of fingerprint information.
This improved the speed and accuracy of the fingerprint identification praxceékas nearly
eliminated the need for contributing agencies to create and transport paper fingerprint cards to
the FBI.As Next Generation Identification (NGI) begins to replace parts of IAFIS, contributors
will see improved speed and accuracy of the fingerprint identification process alorigewith
addition ofother biometric capabilities.

In support of the development tbfe CJIS/NGI and in accordance with the recommendations of
the CJIS Advisory Policy Board (APB) Identification Services Subcommittee, the FBI has
developed a standard for electronically encoding and transmitting fingerprintsmage
identification, and agst datahat extends the ANSI/NISTTL standard ANSI/NIST-ITL was
established in conjunction with the National Institute of Standards and Technology (NIST) and
the fingerprint identification community.

The original intent of the ANBNIST-ITL standardvas to define the content, format, and units

of measurement for the exchange of information that may be used in the fingerprint identification
of a subjectThe ANSINIST-ITL standard was intended for use in the interchange between
criminal justice adminigations or organizations that use an Automated Fingerprint Identification
System (AFIS) and to provide a common interface for other AFIS and related systems
worldwide.The most recent update of the ANSI/NISIL standard includes new record types to
facilitate data sharing fadditionalbiometric modalitiesandhasaddedinformation regarding
additional biometric modes, such as palm, facial, and iris recognition.

While the aforementioned ANSIIST-ITL standard provides the guidelines for the exchange of
biometric information between various federal, state, local, tribal, and international systems, the
F B | EBESdefines requirements which agencies must adhavlen electronically

communicating with the CJIBivision. TheF B | EBES and its futureevisions will inherit the

basic requirements for logical records set forth in the ANISIT-ITL standardHowever, the
FBI-specific requirements for the ANSI/NISTL implementation of logical records/pe-1

(Header Information)Type-2 (Transaction Desgstive, Demographic and Biographic
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Information) Type-4 (Fingerprint Image Descriptive Informatiofype-7 (Tenprint Fingerprint
Card Images)Type9 (Fingerprint Minutiae Information)Type 10 (Photo Images)Type13
(Latent Friction Ridge Images)ype14 (Variable Resolution Fingerprint Image3ype 15
(Palmprint Images)Type-17 (Iris Images)and other record types are contained is BBTS.

The CJIS Division will be using NGI to move toward a system that will contain biometric and
biographic profles of the subject records in its datababksl will evolve over time as there will

be incremental deliveriestmthe CJIS IAFIS systenThis will allow the FBI to move toward a

capability that will facilitate multimodal biometric searching of its dasasa hough
fingerprints will continue to be the FBIl&s pr
FBI EBTS document describes the technical specifications for the submission of the additional
biometric modalities to provide this future multida biometric search capabiliths NGI

evolves, CJIS will be introducingnhancements M/eb Services anthe EBTSXML schema.

The XML schemalement names and mapping to legacy elemeititbe providedin this

standard and further expanded in the apjoesd

1.2 File Format

EBTS defines the composition of the records comprising a transaction that is transmitted to
another site or agency. Certain portions of the transaction shall be in accordance with definitions
provided by the receiving agency. All recsiid a transaction shall pertain to a single
subject.Biometric data used to identify another individual requires a separate trans#ction.
transaction is comprised of records. All of the records belonging to a single transaction shall be
transmitted togther. There may be multiple records in a transaction of each record type other
than Typel. The only required records are Typand Type2, which are used to describe the
transaction and the subject. There shall be at least one data record accompBRegiog & ype

1. The maximum number of records in a transaction is restricted to 1000.

In order to ensure that the transaction description information can be read by all systems, data for
all fields, Record Typd. shall always be recorded in elicodings using the-Bit American

National Standard Code for Information Interchange (ASCihe eighth (leftmost) bit shall

contain a zero value. (This is consistent with the specification of&JftF XML encodings,

since ASCII is a subset of UTS).

The default character encoding for Traditional encodingkig ASCII. Users are encouraged to
choose the option of UFB for 'U' and 'usedefined' character types that does not require the use
special control characters in Traditional Encoding.

1 An ANSI/NIST-ITL transaction is called a file in Traditional Encoding and an Exchange Package in
XML encoding.
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For XML, UTF-8 shall be used. It is not possible to switch encodings within a transaction using
XML.

The first field inthe nativetaggedf i el d records shall be | abel ed
length in bytes of the recor@his field is not necessain the XML schemaThe second field

shall b e | a breHe &ypel eesorddndcentaids thie edsion numbehile in the

otherrecords this fieldontairs the image designation charact€he remainingiatively

encodedextual fields may ocaun any order and contain the information as described for that

particular numbered fielddowever, the remaining fields in the XML schema do come in a

specific order as laid out in the appendides. taggeefield image records Typ&0 through

Type99,he | ast and concluding field shall have a
followed by the image data.

In the construction and interpretation of the logical record, there is no requirement that the
tagged fields be present within the logicalarekin any given order, with the exception of the
Length (LEN) and Image Designation Character (IDC), which must be in the first and second
position in the record, respectiveljhus, for example, a State Identification Bureau (SIB) could
add the State laification Number (SID) to the end of a TyRaecord created at the booking
station.However, for those record types conveying image data (e.g., 13.999: DAT), the data field
will always be the last field in the stringor XML encoding, the order will beéefined and laid

out in the appendices of this standard.

For the binary image Typ4 logical records, the content and order of the recorded fields are
specified by this standarW/ith the exception of the first two fields, the remaining fields of the
Type-7 logical image record are all usggfined(see Appendix H for CJIS EBTS definitions of
those fields)All fields and data in these record types shall be recorded as binary information.
For XML encoding, all the fields are laid out as ASCII with ifmage data beingase64

encoded

1.3 Change Control

The EBTSdefines the interface betwebkFIS and thestate, tribalinternational, and other

feder al or gani z aAny change$to theQlkt®fleldsoyfanats mithin the

EBTS must honor pregusly published protocols to ensure that the systems are not adversely
affectedSi nce CJI S amdOd Oiblse ssytsad teearssd wer e devel oped
has been established that provides for coordinated enhancements within the various systems
while maintaining reliable interoperabilityhis process is based on the tagged field structure

defined inthe ANSNIST-ITLst andar d and a Thewlesimpystatatbas s r ul ¢
field definitions cannot change over time or from system tegy$ach system, CJIS, state and
OFO,is assigned a range of field tag numbers that #regllowed to define for passing

information in their systenif a change inside that system is needed, the system would create

and define the new field within the tnads of their assigned rangene new field cannot be made
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mandatory for established functionality, but merely enhances functionality for those systems
wishing to incorporate the new definitioiith this process in place, every system on the
network hashe opportunity to enhance its own system on its own schedule, yet no system is
ever forced to make a change in order to maintain current functionality.

1.4 Tagged Fields
1.4.1 Interpretation of Tags

In the construction and interpretation of tieivelogical reord, the tag number should not be

taken as having a fixed number of digiffie format for each field consists of the logical record

type number followed by a period #A. o, a field

information appropriate to #t field. The taggesfield number can be any one to nidigit

number occurring bet we e n ltshdlbe ineepreiedad anfunsigneéd n d t

integer field numbelT hi s i mplies that a field number of F
interpreted in the sam@ Oman0fex3d@.s a field numl

For example, in this version of the standavative Type-2 logical record field tagaerealways

shown as having three digits between the decimal point and colon (2.NNN:ddtave)er,

now theType-2 field tag numberbave beemxpanded to four or more digits (2.NNNN:data...).

To accommodate such possibilities, the field numbers should be parsed as all digits between the
period and colon.

1.4.2 Use of Separator Characters

Separator chacgers are used in the native encodingare not necessary in the XML encoding.
Separator characters may best be understood by considering them necessary for what follows
them, not what precedes thefius, when a tagged field includes subfidlgsg., he ASL field
contains subfields DOO and AOL), and another subfield is still to follow, the following one must
be separated from the one preceding it by the unit separator chdfagbet. is to follow is a
repetition of a field or group of subfields,ecord separator must separate the preceding field or
group of subfields from the repetition to folloif’what is to follow is a new field, then the group
separator character is uséfdhe record is complete after the previous field, the file sepamator i
used.

As stated in the ANSI/NISTTL, successive separator characters now may be used with no
intervening blank or other character when a subfield is miskinfype-2 records, CJIS
recognizes the following sequences as meaning that a subfield isgniddE><US>,

2 ANSI/NIST-ITL 2007
*The EBTS6 u subfieldis syrortyraous wéth tie terinformation item found in
the ANSI standard.
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<US><RS>, <US><GS>, and <US><FShese are needed to obviate the need for CJIS to
validate each subfield in a grouped field to see whether it contains valid data or is merely a
blank.This will keep invalid data out of CJIS databases.

1.5 Error Handling

Error processing takes on two primary forms within C#i@t-end error detection and internal
process error detection and correctibhe frontend process examines every incoming

transaction from a security and mandatory data perspeBtivential security violations are

rejected and transferred immediately to a system administ8dore transactions lacking

mandatory data, or that are incomplete in referenced content, are rejected back to the contributor.
All mandatory data and all optial data fields areontent-validatedfor length and type of data
included.Optional data failing this validation check are ignorBlde remaining mandatory data

that fail this validation check are passed to a Quélitgck(QC) Service Provider for resdglon.

If the service provider can correct the data, the transaction will be forwarded for further
processinglf the service provider cannot resolve the issue, the transaction can either be rejected
or sent forward for attempted resolution later in thecpss.

Internal process error detections and corrections are performed anpEBeattempts to

utilize incoming data to perform a search or update a datatsagesuch action will check the

field according to length and type as well as cont®amme dta values are contesensitive.

That is, they can only be examined with respect to the databases against which they are to be
applied.Errors in submissions detected at that time will generally be forwarded to a logic error
resolution service provideAt that point, appropriate actions can be taken to correct the
discrepancy, and an internal resubmission of the transaction can takeAfieratively, if the
service provider cannot resolve the issue, the transaction can be rejected.

In the interpretatin of the logical record, tags that are not defined for the requested transaction
are to be ignored; their inclusion is not to be considered an €hisrrule makes it possible to

use a single transmission format, for example, to control both intrastateterstate
transmissionsThese fields wilbe ignored and wilhot be saved, nawill they bereturned to the
contributor on responses sent from CH8: XML encodingthefields that are included in the
State Defined Fields element (SDF) will beaged by CJIS.

Fields should not be transmitted when there is no value present (e.g., 2.033:HG&ver,

receipt of such an empty field, if the field is not mandatory, should not result in rejection of the
record or issuance of an error mess#&ygecton will occur when missing or incorrect data is
received that would prevent processing of the transadttom following list illustrates these

types of errors.
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A A mandatory field is missing in a submitted record set (e.g., NAM field 2.018, is
missing inthe Type2 record for the TOT of a CAR) and would result in
immediate rejection;

A The format of a mandatory field is incorrect (e.g., an alpha character is discovered
in the SOC field) and would result in an attempt to correct the data;

A The range of da of a mandatory field is incorrect (e.g., a DOB of 18871332 was
submitte@ century, month, and day are all out of range) and would result in an
attempt to correct the data;

A Incorrect datas discovered that cannot be corrected by a service provider and
without which the transaction processing cannot proceed will result in the
transaction being rejected.

Appendix M lists the current set of error messages that are pertinent to the EBTS user (i.e., CJIS
internal errors are not listed).

1.6 Identifying Previous Transactions

The user may wish to refer to previous transactions for the purpose of-fgh@wvresubmission.
The pertinent information is contained in two Typéelds, 1.09 Transaction Control Number
(TCN) and 1.10 Transaction Control Reference (J(Fee Appendix B).

Upon submitting a transaction to th-1S, the submitter places his control number in the TCN

field in the Typel record.For submissions not requiring reference to a prior transaction, the

TCR field is omittedWhen the AFIS has corpleted processing the transaction and generates

the response, it places the submitterds contr.
the response as a reference number the submitter can use to mate the response with the original
submissionThelAFIS places its own internal identifier for that transaction (the fGNAFIS

Control Numberpr the NCN for NGI Control Numbeag, 2Gcharacter alphanumeric field) in the

TCN field of the response.

The TCN in the response can be used by the subntibeidshe have to reopen the transaction

for any purposer-or example, if theéAFIS rejected the first submission of a uee transaction,

the user would place this number in the TCR field of the resubmitted transaction to enable the
IAFISto verifythe s er 6 s aut hor i z adhargeMhe submitterdssentitechiot at no
resubmit a onetime free of charge transaction within one year if the rejection was due to poor

quality fingerprint images.
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1.7 Data Storage in the CJIS Database

Data submitted in CJIBansactions may or may not be stored in the CJIS datdbatsenot

stored is considered to be usksfined.lt is carried in transactions as an aid to the submitter in
interpreting or routing the FBI &6s 1ioghepsernse t o
Data stored at CJIS are always converted to uppercase prior to stdrageore, if this data is

returned as part of the response to a subsequent submission (or a Ill inquiry), it may differ from

the originally submitted data.

1.8 Guidance onORI and CRI Usage

The following description offers some guidance for the use of the CRI field to provide

appropriate authorization to perform file maintenance within G develop this scenario by
examining how an electronic submission might be forimed contributor and passed to CJIS

for evaluationThis is intended as an example since there are many other requirements that might
influence the final desigiJltimately, the contributors manage the use of the CRI field.

Assume a print is obtained byaral agency, passed to a county agency for processing, and
subsequently to the CJIS Systems Agency (CSA) for transmission to thien EBth a case, the
transmission of ORIs and CRIs might appear as follows:

STATE_CSA
COUNTY_AGENCY | ORI |
LOCAL R I > | CRIZ|
0] = [ ——— > | CRIL [----mmmmmmmmmeeev > | CRIL|

When generated at the local level, no CRI need exist since this ORI is the origdmateceipt

by the county agency and subsequent trangmnigse the state CSA, the original ORI is entered

as the first instance of the CRI and the county ORI replaces the local ORI in the ORDfield.
receipt by the state CSA and for subsequent retransmission to the FBI, the local ORI is retained
as CRI1, theounty ORI is entered as CRI2, and the ORI of the state CSA is entered in the ORI
field. The transaction is then forwarded to the FBI via the CJIS W@RI1, the local ORI, is

then used as the authority for @a&totThennonland t hu:
CRI1 can modify, cancel, confirm, or delete a latent transadtidhe response, the transaction

is sent to the ORI from which it was sent, and it is the responsibility of the state CSA to route it
properly to the county agency idergifi in CRI2.The county agency, in turn, would route the
response to the local agency as appropriate.
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1.9 Specific Changes to This Version

As IAFIS evolves into NGI, legacy transactions will be enhanced along with additigvsb
Services for thee enhancermés | n t hi s version of the EBTS, sec
Increment 306 will become available when NGI |
2013. Summarized below atie latest improvementsr this phase
1 Allowing Latent Investigation Serves increased searching capabilities of
fingerprints ancpalmprints along with supplemental fingerprints and palmprints.
1 With the clear definition that the LCN/LCX field2.012/2013pare for internal
latent lab examiner use only, these fields are besngved from all appropriate
messages.
1 Additional user defined field being addedhe Typel4 andType-15recordsto
allow for images from multiple biometric sets that use the same record type to be
distinguishable
1 New Type2 fieldsarebeing added ttake advantage of theew services added
These fields allowsers to identifyspecificbiometricsin conjunction with the
use ofposition indicators for searching, retrieval, and enrollment of biometrics.
1 Additional functionality has to been added floe use of the Extended Feature Set
(EFS) in transactions submitted and responses returned.
Expanded Appendix P with details for different image sets being defined.
On the items that will be included when NGI Increment 3 is deployed in Spring
2013,changed he heading OFuture Capabilityd t

= =

1.10 Reference Documents

American National Standards Institute/National Institute of Standard§eaithology

(ANSI/NIST) T Information Technology Laboratory (ITL}2007American National Standard

For Information System$ Data Format for the Interchange of Fingerprint, Facial, & Scar Mark

& Tattoo (SMT) Information, o0 dated April 20,

American National Standards Institute/National Institute of Standards and Technology
(ANSI/NIST) 1 Information Technlogy Laboratory (ITL) 322011 American National Standard
For Information Systenis Data Format for the Interchange of Fingerprint, Facial, & Other
Biometric Information, o0 draft

IAFIS-IC-0010(V3), IAFIS Wavelet Scalar Quantization (WSQ) Grayscale Fingerpnage
Compression Specification, dated December 19, 1997
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2 SCOPE

The scope of the EBTS has been expanded over previous versions to include additional biometric
types/indicators (e.g., face, iris) in recognition of the rapidly developing biomettistiyd

Significant efforts have been made to note those EBTS sections which do not clearly delineate
between the functionality within CJIS that is currently available to the CJIS user community and
what is anticipated to be developed in the future. Funality under development and not yet
available to the user community is referred to in this document as "Future Capability". The most
recent update to the ANSI/NISITL standard includes new record types to provide for the

sharing of data for these new bietric types. The FBI will accept biometric data for these new
types of records in accordance with the ANSI/NHIST standard. CJIS will provide

identification and/or investigative services for these biometric types in the future as NGI

gradually replaceBAFIS. CJIIS/IAFIS provides identification and investigation services for
fingerprints while CJIS/NGI will expand the identification services using fingerprints along with
investigation services using other biometrics types including and expanding upenprini.

The NGI System will also provide Identity Management, which will involve combireéngrds

from the civil, criminal and new repositories into an interoperable repository tiediygze

identity reference. Today, several numbers are utilizédketatify an individual (e.gFBI

Number (FNU), Civil Record Number (CRN), and Segment Control Number ACNheNGI

System will refer to this new identity as a Universal Control Number (UNIS).will place this

UCN into the FBI Number, 2.014ndwilbe r et iring the 6Future Capa
The CJISDivision is working closely with the user community prior to the transition to UCN.

This document specifies in detail the file and record content, format, and data codes necessary
for the exchange of fingerprimpalmprint photo,facial, and iris information between federal,

state, and local users and the ABprovides a descriptioaf all requests and responses

associated with the electronic fingerprint identification service and other se A& €dIS

moves to NGI, thispecificationis being reorganized into Useervicesthatinclude the

following:

Identification Service
Verification Service
Information Service
Investigation Service
Notification Service

Data Management Service

ok wbdrE

2.1 Identification Service
This service will provide user support of biometric identificatibprovides searches that result

in the pogive identificationor nonidentificationof the individual based on a ob@many
biometricsearchlin thisversionof the EBTS only fingerprints will be used for this purpose,
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although other biometriomay be submitted in the same transactions fiteto, palnprint, iris,
supplemental fingerprint and palmpjinh futureversions othe EBTS multiple biometrics
may be used for identification purposes.

The Identification Service will consist of the origifanprintservice that is accessed through
the electronigcenprintsubmissiorfor the purpose afearcing the CJIS repositorglectronic
submissionsnayinvolve processing and evaluation judgments by FBI persoSealches are
performed byautomated equipment without human intervention by pe&sonnelThe results of
the search may require FBI personnel to evalsesgch resultand provide their judgment.
Tenprintsubmissionghat update current fingerprint images will be handled under the Data
Management Services.

The Latensubmissionghat fall under the Identification Servieeecomprised of the electronic
latent fingerprint identification submissiehandled by FBI latent examineedong with
cascadedearches of thgnsolved LatenFile (ULF) and the Special Population Cognizant
(SPQ File for apositive identificationAdditional Latentsearch transactiorfall under the
Investigation Service.

The newly added features to the Identification Service are the Rapid Search and International
Terrorist Identification Search along with tBésposition Fingerprint Identification Submission
Also included in this section are the TOTs that are used exclusively by the Card Scanning
Service.

2.2 Verification Service

This service will provide user support of biometric verificatibraddressethe methodthat
resulsin the confirmation of an individual's identity based on atwrenecomparisonin this
versionof the EBTS only fingerprints will be used for this purpose, although other biometric
identifiers (i.e. photo,palm, iris) may be useid the future.

2.3 Information Service

This service will provide user support of requests for specific biographic or biometric
information on an individualt allows a user to submit a request for information on an
individual by specifying a uniqueentifier. An image request can be used to solicit fingerprint
and other types of images stored by the PHiItransactions and messages will be compliant
with the ANSINIST-ITL standard for exchange of fingerpgnpalmprints facialphotos along
with scars marks andtattoophotos, and other biometric informatigdther information

retrieved may consist of Rap Back Status and Audit Trail information.
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2.4 Investigation Service

This service will provide user support of investigative queries and seaftieemvestigation
Service provides a list of candidates based on a@n®ny biometric and/or biographic search.
The result set may include an ordered listing of candidates and corresponding information to
facilitate the investigative decision process.

This servicewill also includeasearch of theubject historyatabasesing biographic
information which is represented lilge External Query History Requedthe development of
the history retrieval subject search provides a means to efficientBnslznge numbers of
people. This function is available on a limited basis to federal agencies with prior written
authorization from the FBI.

2.5 Notification Service
This servicewill provide event notification to useabouttheir data contained within armf the
IAFIS/NGI repositories [e.g., Criminal and Civil FildRepository for Individuals of Special
Concern (RISG)Special Population Cognizant (SPC) Files, UnsolaigntFile (ULF)]. With
this service, a data owner will receive an unsolicitetification from the system based on event
criteria (triggers).

2.6 Data Management Service

This service provides users with the ability to manage data WAlRIS. It allows the user to
add, delete, and modify data containedARIS that is underthe o nt r icontrd.or 6 s
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3 OPERATIONAL CONCEPTS

CJISwill process the following types of transactidosthe service areas listed below in its
electronic environment:

Identification Service
TenprintFingerprint Identification Submissions
Latent Firgerprint Identification Submissions
Rapid FingerprintdentificationSearch Submissions
International TerroristdentificationSubmissions
DispositionFingerprint IdentificatiorBubmission’

Verification Service
Fingerprint Verification Submisshs

Information Service
Biometric Image Retrieval Submissions
Biometric Audit Trail Retrieval Submissiorig
Rap Back Information Retrieval Submissidns

Investigation Service
TenprintFingerprint Investigatiorsubmissions
Latent Prininvestigation Submissiors
Latent Administration Submissions
Biometriclnvestigation Submissiohs
Photo Investigation Submissidns
Text-Based Photo Search Request
Text-Based SMT Photo Search Reqdest
Facial Recognition Search Request
Iris InvestigationSearch Reque'st
Biographic Investigation Search Submissions

Notification Service
Unsolved Biometric Match
Unsolicited Unsolved Latent Delete
Special Population Cognizéant
Rap Back Activity
Rap Back Renewal
UnsolicitedHit Notification
External Link Record Activity
External Link Failuré
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Data Management Service
Latent Image Maintenan@&@ubmissions
Fingerprint ImagéMaintenance Submissions
Biometric File Maintenance Submissiéns
Biometric EnrollmenRequest
Biometric DeleteRequest*
Biometric DecisiorRequest*
Identity File Maintenance Submissions*
Disposition SubmissioMaintenancesubmissions
Rap Back Servicés
External Link Updates

* Indicates Future Capability
** NGI Increment 3

The services that are | abel esgecific&ionto alloveusesa pabi |
the opportunity to see what is in the future for the FBI. New T&Twell as the mandatory and
optional fieldswill be assigned to these servigglsen deign is complete
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3.1 Identification Service

Thesetransactionsvill originate frommobile deviceslive-scan booking termingl$Bl Field

Offices,or card scanners at either the federal, st
Fingerprint Identification Submissied )Local submissions may be processed by a local AFIS

and electronically transmitted tdSaate Identification Bureau (SIBYr processinglf a positive

identification is made at the state level, an Ident response will be transmitted back to the local

agency, and if it is a criterion offenseviill be forwarded to the FBNote:A criterion offense

is based on the submittingstea 6 s r et e nt i o fMhe pracéssing flawlforagcivils | at i on .
electronic fingerprint identification submission is similar to the criminal submission flow, except

that in the event of statevel Ident response, the submission may still be forwardéut6BI

for processing under Federal and/or state statutory authority.

If no identification is madat the SIB levelthe data will be forwarded via the CJIS WAN to the
FBI for processing by CJISransmitted data will be automatically parsed, and acbesitl be
conducted of the FBI's fingerprint files utilizing the subject search function along with the
features search capabiliti€the identification othe submittedingerprint imagesgainsiany
viable file candidates may be verified by an FBI firmint examinerElectronic responsés

from CJIS to the contributor will be electronically routed via the CJIS WAN through the SIB
using the ORISubsequent routing to the arresting agency is made by the SIB using the CRI.
Additional copies are routed blge SIB using the SCO or other related information (see
Appendices B and C for detailed ORI, SCO, and CRI definitions).

Responses to submissions or searches by OFOs, tribal, or international agencies will be
transmitted directly to the submitting agencl@en tlese responseaarepossible
identfications, theseresponsg will contain an Identity History Summary giving the individual
candi dat eds i deinalédrresthastory. orhis irfonndhtiod is Erovigechin the
Electronic Rap Sheet fielof the response being returned to the submitting agency.

These submission typase summarized in Appendixwith edit specifications for the fields
usedbeingfound in AppendixC. These requestrayinclude cascading searches of the
Unsolved Latent Filafter a response has been provided to the Authorized Contributor.

“ Established procedures for sending unsolicited messages to State Identification Bureaus in response to fingerprinir@ndsafiem
Identification Index (Ill) participating states will not be affected.
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Figure 1 Electronic Fingerprint Identification Submissions
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3.1.1 Tenprint Fingerprint Identification Submissions

The Tenprint Fingerprint Identificatiosubmissiongonsist of electronicriminal and civil
transactionsTheresponse time goafer these transactiorege specifiedri Appendix A.The
fingerprint images on theseibmissionsvill be used to search against the criminal repository.
Besides the fingerprint images, the submitter may optionally include palmprint and iris images
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along with a set afip to4 photos of thasubject Additionally, the ontributormayoptionally
includeanysupplemental fingerprint and palmprinformationwith these submissionK.the
contributor would like to add these optional images to the record identified in this Tenprint
IdentificationSubmission, they may use the Biometric Enrollment Transactions outlined in
Section 3.6.3.1The biographical data and fingerprint images are used to determine potential
candidates with criminal records at the FBie information witin a retainedsubmisgon will

be added to an existing recordaipositiveidenification is made or will create a new record if
noidentfication was mad. If a nonretain submission isot identified no information will be
retained in the FBI databasédfsa nonretain stomissionof a positiveidentfication is madethe
information on that submission will be added to the existing remadddissemination rules will
govern the dissemination of this informatidmthe future, contributors will have the option to
indicate f the updated record or new record is to be indudehe Rap Back Data Management
Service.

In the future, cascaded searchemafked Special Population Cognizant (SPC) Fitey be

launchedalong withsimultaneous searebof otherexternal systesjsich as Canadabs R
Time ID System or DHS IDENTThese will be indicated hiyhe appropriate values for the

desired destination in the Name of Designated Repository (2.098 NDR) field in th Type

record.

There are several types of electronic fingerpgdettification submissions that will be accepted
by the FBI.The particular type of submission is identified in the Type of Transaction (TOT)
field in the Typel record for each transactiorhe following are the TOTSs fadentification
submissions:

TOT TRANSACTION
CAR Criminal Tenprint Submission (Answer Required)
CNA Criminal Tenprint Submission (No Answer Necessary

CPDR Criminal Fingerprint Direct Route

CPNU Criminal Fingerprint Processing Nadrgent
DOCE Departmeral Order Channeling Electronic
EMUF Electronic In/Manual Out User Fee Submission
FANC Federal Applicant (No Charge)

FAUF Federal Applicant User Fee

FNDR Federal No Charge Direct Route

NNDR Non-Federal No Charge Direct Route
NFAP Non-Federal Advanced Payment

NFUE Non-Federal UseFee Expedite

NFUF Non-Federal Applicant User Fee

MAP Miscellaneous Applicant Civil
DEK Known Deceased
DEU Unknown Deceased
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TOT TRANSACTION
MPR Missing Person
AMN Amnesia Victim

The FBlI 6s responses to el ect r onindcatesan émnorivie si ons

the following TOTs:

TOT RESPONSE TRANSACTION
SRE Submission ResultsElectronic
ERRT Tenprint Transaction Error

3.1.1.1Criminal Tenprint Submission (Answer Required) (CAR)

This transaction is a criminal arrest fingerprint submisgwonwhich the requester desires that a
response be returneld contains ten rolled and four plain impressions of all ten fingers,
biographic descriptor data, as wadl information relative to an arrest, custody, or supervisory
statusThe biographical da and fingerprint images are used to determine potential candidates
with criminal records at the FBThis TOT is also used for an inquiry on a criminal suspect or
informant, in which case arrest, custody, or supervisory data may or may not be present
(Retention Code set tiNQ). Requirements for the use of the Arrest Segment Literal (ASL) and
Court Segment Literal (CSL) fields in these cases are discussed in Appefitiie fhgerprint
images ofany candidates generatedk then compareabainsthose inthe submission and a
positiveidentification or noridentification decision is determined/hen the Retention Code is

s et tleiddntifiedcriminal records updated@ndother biometrics included in the
submissiorare added to the filé\ response is returned to the contribufidre response will
always contain theositive dentfic ation/non-identfication decision andnaycontain the
electronicldentity History Summaryif requested.

In the future, contributorwill be able torequest simultaneous search of other repositdiies
external systemgia these submissions. Contributevdl enter the appropriate values for the
desired destination in the Name of Designated Repository (2.098 NDR) field in th Type
record.

3.1.1.2Criminal Tenprint Submission (No Answer Necessary) (CNA)

This transaction is a criminal arrest fingerprint submission for which the requester desires that no
response be transmitted ba€kherwise, it is identical to the CAR request described above,
containing terrolled and four plain impressions, arrest, cust@dysupervisory status data.
Processing is also identical to the CAR request described above except that no response is
returned However, a communication protocol acknowledgment will be returned to the

contributor to confirm receipt of the transactidme Retention Code for this transaction must be
set to AY. O
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3.1.1.3Criminal Fingerprint Direct Route (CPDR)

This transactioronsists of criminal arrest fingerprint submission tial be directly routel to

aCJIS internal log application for special processifige sulmissioncontains ten rolled and

four plain impressionandarrest datalt is identical to the CAR request described above with the
inclusion of a mandatoryype of Search Request{R) field. CJIS will ensure the required

EBTS fields and a TSR of ACO ar e prletheddR ; ot h:
of ACO i s pr e sanethingaherdhant GPER, NNDR, oii FSIDR, the submission

will be rejectedPlease see Appendixf@r detailed information of the use of the TSR field.

In the future, contributors wilhe ableto request a simultaneous searclotbierrepositories from
externalsystemsvia these submission€ontributors will enter the appropriate values for the
desied destination in the Name of Designated Repository (2.098 NDR) field in the2Type
record.

Note:CPDR is a limiteelise TOT that requires coordination with FBI prior to use.
3.1.1.4Criminal Fingerprint Processing Non-Urgent (CPNU)

This transaction is a criméth arrest fingerprint submission that will differ from urgent criminal
transactions in response time and in online (response) notificalioasubmission contains ten
rolled and four plain impressioasdarrest dataProcessing is identical to the CABguest
described above excejstead of receiving a 3#minute response, the response due time is set
to 72 hourgo prevent prioritization ahead of urgent criminal or civil submissilmiernal FBI
CPNU submissions may adrn tadowthe dhliherespoddes tiaggered H
due to the positive identification against a Want or Sex Offender Registry (SOR) entry to be
suppressedCurrently CPNU submissions from external contributors do not have the option to
use a TSR of fiskl af CPNJ fomcemiralrsybmissiores nodi requiring an
immediate response is availabiease see Appendix C for detailed information of the use of the
TSR field.

In the future, contributors wilbe ableto request a simultaneous search of othpositoies from
external systemgia these submission€ontributors will enter the appropriate values for the
desired destination in the Name of Desighated Repository (2.098 NDR) field in th& Type
record.

3.1.1.5Departmental Order Channeling Electronic (DOCE)
Thistransaction deals witfindividualsSeeking Their Own Identity History Record Pursuant

DO 556730 The Channeling Agencies will be responsible for the verification/authentication of
the individual requesting tHdentity History Summar§rom CJIS.The RBI will only accept and
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process thge submissionas current electronioonretainedcivil transactions fronapproved
Channeling Agencie§.he submission contains ten rolled and four plain impressions or three
identification flat impressionalong withbiographic descriptor dat&here will be no requester
paperwork versus fingerprint card verification/authentication performed via thé\RBI.
electronic response should be sent to the Channeling Agency indiagiositive dentfication,
norridentification, or rejection A rapsheetvill be returnedf the response ia positive
identfication.

3.1.1.6Electronic In/Manual Out User Fee(EMUF)

These submissions are feoncriminaljustice purposes in which the contributor is charged a fee
The responséor this submission is returned to the contributor manually instead of electronically
The submission contains ten rolled and four plain impressions or three identification flat
impressionslong withbiographic descriptor dat&hedata included on the bmissionwill be

added to the CJIS repositomhenthe RetentionCodei s s e tSed Sectigh Y.6 for a
discussion of the use of TCN and TCR inaf@rge resubmission of usiee submissions that

the FBI has rejecte@&uch resubmissions are allowed omyen the fingerprint image quality of

the original submission was unacceptalnen the FBI completes processing, it will print a
non-identfication, positive denffication, or Rejectresponse report and mail it to the requestor.

Note:EMUF is a limiteduse TOT that requires coordination with FBI prior to use.
3.1.1.7Federal Applicant (No Charge) (FANC)

This transaction pertains to an individual who is fingerprinted in connection with applying for
criminal justice employment with the federal gopnmentThe submission contains ten rolled

and four plain impressiors three identification flat impressiomgong withbiographic

descriptor datarhe data included on tteabmissiorwill be added to the CJIS repositomsnen
theRetentionCodeis set® i When this TOT is used, there is no charge assessed to the
contributorFeder al agencies that are considered
but use AFAUFO instead (see description be

3.1.1.8Federal Applicant User Fee (FAUF)

These sbmissions come fron{1) any of the branches of the U. S. military in connection with
individuals enlisting or being considered
in connection with employment, security updates, or contract persdigetubmission contains
ten rolled and four plain impressions or three identification flat impresaiong with

biographic descriptor dat&he data included on the submissiill be added to the CJIS
repositorywhenthe RetentionCodei s s e tSed Sectidh Y.6 for a discussion of the use of
TCN and TCR in neharge resubmission of uskee submissions that the FBI has rejec&uath
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resubmissions are allowed only when the fingerprint image quality of the original submission
was unacceptable.

3.1.1.9Federal No Charge Direct Route (FNDR)

This transactioronsists ofin applicant fingerprint submission from a federal agency that will

be directly routed to a CJIS internal log application for proces$img submission contains ten

rolled and four plainmpressions or three identification flat impressiateng withbiographic

descriptor datarhe biometric data included on the submissiaiti be added to the CJIS
repositorywhenthe RetentionCodei s s e tThet FBDRfis$imifar to the FANC transactio

with the addition of a mandatory TSR fieldJISwill ensure the required EBTS fields and a

TSR of MfACO ar e,thesubnissiontwill beadjettadif wit de TSR of ACO
and the TOT isomethingother than CPDR, NNDR, or FNDR, the subsion will be rejected.

Note:FNDR is a limiteduse TOT that requires coordination with FBI prior to use.
3.1.1.10 Non-Federal No Charge Direct Route (NNDR)

This transactiorronsists ofn applicant fingerprint submission from a ffederal agency that

will be directly routed to a CJIS internal log application for proces3img submission contains

ten rolled and four plain impressions or three identification flat impresalong with

biographic descriptor dat&ihe biometric data included on the submissidll be added to the

CJIS repositorywvhenthe RetentionCodei s s e tThet NIWDRiis/similar to the FANC

transaction with the addition of a mandatory TSR fi€ldlSwill ensure the required EBTS

fields and a TSR of,théiissiomn vl be rejecedf the TSRat her wi s
ACO i s pr es e sdmethingptherthandfNNDRDANDR, ®r CPDR, the submission

will be rejected.

Note:NNDR is a limiteduse TOT that requires coordination with FBI prior to use.
3.1.1.11 Non-Federal Advanced Paymat (NFAP)

These submissions are fooncriminaljustice purposes in which the contributor is charged a fee
in advanceThe submission contains ten rolled and four plain impressions or three identification
flat impressionslong withbiographic descriptor dat&xamples of the types of contributors for
this TOT are federal citizenship and immigration services (such as training candidate check
programs)The purpose for submitting such requests is to ascertain whether individuals who
have applied for training through the contributor organizations have any past criminal histories.
See Section 1.6 for a discussion of the use of TCN and TCRdharge resubmission of user

fee submissions that the FBI has rejecg&ath resubmissions aaéowed only when the

fingerprint image quality of the original submission was unacceptable.
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Note:NFAP is a limiteduse TOT that requires coordination with FBI prior to use.
3.1.1.12 Non-Federal UserFee Expedite (NFUE)

These norfederal civil applicansubmissions are fegased, higpriority fingerprint

transactions that require an expedited search and resptressubmission contains ten rolled
and four plain impressions or three identification flat impressaborsg withbiographic

descriptor datarhe biometric data included in the submissiwifi be added to the CJIS
repositorywhenthe RetentionCodei s s e.dSed Sectidh Y.6 for a discussion of the use of
TCN and TCR in necharge resubmission of uskee submissions that the FBI has rejecg&uath
resubmissions are allowed only when the fingerprint image quality of the original submission
was unacceptable.

3.1.1.13Non-Federal Applicant User Fee (NFUF)

These submissions are fooncriminaljustice purposes in which the contributor is charged a fee.

The submission contains ten rolled and four plain impressions or three identification flat
impressionslong withbiographic descriptor dat&ihe biometric data included on the

submissionwill be added to the CJIS repositompentheRetentionCodei s set to AY. 0
Examples of the types of contributors of this type of transaction are federal and state banking
institutions and regulatory agencies (such as
dealers, Nuclear Regulatory Commission, Seiesriitnd Exchange Commission, racing or

gaming control boards, etcTheir purpose for submitting such requests is to ascertain whether
individuals who have applied for employment/volunteer training through the contributor
organizations have any past cniral historiesSee Section 1.6 for a discussion of the use of TCN

and TCR in necharge resubmission of usiee submissions that the FBI has rejecfth
resubmissions are allowed only when the fingerprint image quality of the original submission

was unaceptable.

3.1.1.14 Miscellaneous Applicant Civil (MAP)
These necharge subissions are for nofederal lawenforcemenand criminal justice
employmentThe submission contains either ten rolled and four plain impressions or three
identification flat impressionalong withbiographic descriptor dat@he biometric data included
on the submissiowill be added to the CJIS repositomhentheRetentionCodei s set t o AY.
3.1.1.15Known Deceased (DEK)
These transactions are submitted for a deceased individual idleosigy is known to the

contributor.The submission contains either ten rolled and four plain impressions or three
identification flat impressionalong with biographic descriptor daththe fingerprints are
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determined to be identical to those of asubjt i n t he FBI &s criminal fi
record will be marked as deceas€&te ICO field in this submission may be filled with the text
ADECEASED. o

3.1.1.16 Unknown Deceased (DEU)

This transaction is submitted with fingerpriotstainedrom an indivdual who was deceased at

that time but whose identity was not known to the contrib{doe. submission contains either

ten rolled and four plain impressions or three identification flat impresalong with

biographic descriptor datH the fingerprins are determined to be identical to those of a subject

in the FBI &6s criminal files, the subjectds FB
contributor will be notified of the resultShould no identificatiomesult from a search of the

criminal file, a search of the civil file will be performe@ihe subject will be added to the

criminal file when no identification results,
reports.

3.1.1.17 Missing Person (MPR)

Thesenoncriminalsubmissions pertain to persons reported as misEhrgsubmission contains

either ten rolled and four plain impressions or three identification flat impressimmg with

biographic descriptor dat&heir submission causes a search of the FBI filem@dresult in

the placement of a 0 sdledwheneveafutlefihgerarintt o mat ed f i
submission (of any type) kitigainst the original set of fingerprints and estabishh e per son é s
whereaboutsShould no identification result from aageh of the criminal file, a search of the

civil file will be performed These subjects are added to ¢hieinal file when no identification

is made to an existing recorthe Action to be Taken (ACN) field of the response will indicate

i f a fs eéenegablishedhs ICD éeld in this submission may be filled with the text

iMI SSI NG PIERS ORNetoenti on Code for this transact

3.1.1.18 Amnesia Victim (AMN)

Thesenoncriminalsubmissions pertain to persons known to have amnesia whmaware of

their own identity.The submission contains ten rolled and four plain impressions or three

identification flat impressionalong with biographic descriptor dafhe submission causes a

search of the FBI files and may result in the placement@ fAst opo i n FRBt auton
wheneveia future fingerprint submission (of any type)stagainst the original set of fingerprints

and establisbst h e p e r s 03$héukl na idbmificationtregult from a search of the criminal

file, a seech of the civilfile will be performedThese subjects are added to ¢himinal file

when no identification is made to an existing recdtie ACN field of the response will indicate

if a fAstopo hakeICOéedinthes subraidsibni meand fdled with the text

AAMNESI A VTICadIRetboenti on Code for this transact
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3.1.1.19Rap BackIndirect Enroliment Requests (Future Capability)

Requests for Rap Back services will be facilitated through an optional Rap Back request field in
the Type2 record for electronitenprint kngerprintldentificationSubmissions regarding
individuals the submitting agency desires to enddiler completion of the NGI design phase, a
detailed list of acceptable TOTs will be added to this sedfiétap Back Services are requested
for a civil submission, the agency must also request retention of the civil fingerprint or the Rap
Back enrollment will be rejeed.Rap Back record owners will have several options available,
such asdesignating a subscription expiration date; receiving anptiication; monitoring

criminal activity, disposition activity, civil activity (if authorized), external system activity
designating to not receivstrastatetriggered events; and listing additional ORIs to receive Rap
Back Notifications.

3.1.1.20 External Fingerprint Identification Search (Future Capability)

This transaction will be used by CJIS to request a search of theahdgstem as indicated on
the fingerprint identification searcBJIS will expect an External Submission Results Response
from the external system.

3.1.1.21 Submission Result®y Electronic (SRE)

This transaction iseturned by the FBI in response to tenprifirsissionsThe response will
always contairaidentfication/non-identfication decision and will contain the electrordentity
History Summaryf requestedTable 32 describes which NAM, FBI number, and SID are
returned in the SRE for Criminal, Civihd Humanitarian submissions, footh non-

identfication andidentfication results A norrmatching NAME is returned in the electronic rap
sheet (ERS) if one was requestébe following fields, which are not stored at CJIS, are always
returned exactly asubmittedATN, SCO, EAD, OCP, RES, and TAA single electronic
response will be sent to the contributor through the State Identification Bureau via the CJIS
WAN. In the case that circumstances delay processing an EBTS request, the requestor will
receivea preliminary electronic response coded as aMent with an ERSThe ERS will
contain a report explaining results are not available due to a &éten the FBI completes
processing, it will print aon-identfication or an identfication response repband mail it to the
requestor.

In the future, Identification Service transactions may trigger a search to other external systems
either via use of multiple values in the Typeecord field NDR or via business rules setup in
NGI. Responses returned withthe specified response times for the CJIS transactions will be
combined into a single respon&ontributors may receive multiple SRE transactions when
external system responses are not returned within the allotted responSen8m€R field in

the Type-1 header record of trmubsequetresponsswill contain the TCN value from the Type

1 header record of tribmissiorto enable correlation of themainingresponsesThe Type2
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record of thesubsequerSRE will also contain the unique identifier dnidgraphic data of a
subject in the external system if there is a hit.

Table 3-2 Values of NAM, FBI and SID Returned in the SRE

Type of Submission Result Value of Returned Field Special Exceptions
Name FBI SID
Criminal, No FBI Submitted Non—!dentNon— NAM Submitted None SID Submitted
Criminal, No FBI Submitted Ei:ﬂzent Retain [ NAM Submitted Master FBI SID Submitted
Criminal, No FBI Submitted Ident NonRetain Master NAM Master FBI Master SID
Criminal, No FBI Submitted Ident Retain Master NAM Master FBI Master SID
Criminal, FBI Submitted Non—!dent Non NAM Submitted None Submitted SID STD in RAP SHEET
Criminal, FBI Submitted Egi:gent Retain [ NAM Submitted Master FBI Submitted SID STD in RAP SHEET
Criminal, FBI Submitted Ident NornRetain | Master NAM Master FBI Master SID STD in RAP SHEET
Criminal, FBI Submitted Ident Retain Master NAM Master FBI Master SID STD in RAP SHEET
Civil, No FBI Submitted Nor+-ldent Nor NAM Submitted None None
Retain

Civil, No FBI Submitted Non-ldent Retain | NAM Submitted CRN None
Civil, No FBI Submitted Ident NonRetain | Master NAM Master FBI Master SID
Civil, No FBI Submitted Ident Retain Master NAM Master FBI Master SID
Civil, FBI Submitted Non—!dent Non NAM Submitted None None STD in RAP SHEET
Civil, FBI Submitted ﬁz:il:gent Retain [ NAM Submitted CRN None STD in RAP SHEET
Civil, FBI Submitted Ident NonRetain | Master NAM Master FBI Master SID STD in RAP SHEET
Civil, FBI Submitted Ident Retain Master NAM Master FBI Master SID STDin RAP SHEET
Humanitarian, No FBI Submitted | Non-Ident NAM Submitted Master FBI None
Humanitarian, No FBI Submitted | Ident Master NAM Master FBI None
Humanitarian, FBI Submitted Non-ldent NAM Submitted Master FBI None STD in RAP SHEET
HumanitarianFBI Submitted Ident Master NAM Master FBI None STD in RAP SHEET

Under certain circumstances, tkectronic Rap Sheet (ER8¢Id in theSRE will contain
Special Table Data (ST@Xplaining the special circumstan€®r example, this would be
included ina Norldenification Report (NIDR) if a Universal Control Number (UCN) was
submitted It would be included in an Ideifitation Report (IDRR) if a submitted UCN did not
match the UCN in the Master File for subjdttvould be included in an IDRR or NIDRs
appropriate, if the Master File UCN was marked expunged, deleted, or consolidated.
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3.1.1.22 Tenprint Transaction Error (ERRT)

These submissions are returned by the FBI to indicate a transactionténdudes a message
field (MSG) indicating the type arror detectedError responses are describedhe Error
Message Formaection.Currently definedexternalerror messages are detailed in Appendix M.

3.1.2 Latent Fingerprint Identification Submissions

TheElectronicLatentFingeprint Identificationsubmission to the FBI will originate from the
FBI Field Officehaving legal jurisdiction of the casEhis submission, as differentiated from
latent investigatin searches, argrictly for the purpose of submitting crime scene information to
the FBI for pocessingn support of law enforcement identificatiofi$ie crime scene evidence
will be processed and the desired latent prints will be electronically caplimederm "latent
prints" includes fingerprints, palmprints, asgpplemental fingerprint$nvestigation of latent
casednay also generatenprins used for comparison purposes (e.g., suspect, victim, other
personnel with authorized access to the crime scBit&)is expanding the use ofish
submissiorto allow for tenprinfingerprintimages to be submittedvith this transactionas
Latent Fingerprint Image SubmissidrHS) will be taking on the functionality of the
discontinuedCompare Fingerprint SubmissioBRS andEvaluation ReportELR) TOTs.In the
future, hese submissions will incluamscading searches of marked Special Population
Cognizant (SPC) Files after a response has been provided to the Authorized Confritager.
submission TOTs are summarized in Apperidiwith the field edit specifications found in
Appendix C

There are everal types of electronic latent fingerprint identification submissions that will be
accepted by the FBThe particular type of submission is identified in the Type of Transaction
(TOT) field in the Typel record for each transactiofhe following aretie TOTs folatent
submissions:

TOT TRANSACTION
LFS Latent Fingerprint Image Submission

The FBlI 6s responses to electronic submissions
the following TOTSs:

TOT RESPONSE TRANSACTION
LSR LatentSubmission ResultsElectronic
ERRL LatentTransaction Error
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3.1.2.1Latent Fingerprint Image(s) Submission (LFS)

A Latent Fingerprint Image Submission is intengeidharily for the purpose of executing an
AFIS search and is to be usedHBl Field Officesnot able to extract CJ8ompatible minutiae.
The latent fingerprint images are transmitted along with the search criteria by the origiBator.
CJlISLatent fingerprint specialists will perform comparisons of the search latent fingerprint
image(s) againghe candidate(s) selected and make the ifiatton / Non-Idenification /
Inconclusivedecision(s) The Idenification / Non-ldenification / Inconclusivedecision(s) will

be transmitted as a response.(LSR).The latent search image(s) may beesdtidn the ULF if
requested in the submission by the originator independent of the results of the search

3.1.2.2L atent Submission Results (LSR)

This transaction ig response to hatent Fingerprint SubmissigqhFS). It includes a Search
Results FindingsSRF) field indicating amconclusive nonridentification or identification

decision and, if the LFS results in an identificatitatision it returns a name, FBI number

UCN, andan Identity History Summarygf the identified subjectn the future contributors can
receive the photo set assocthtath this identification when requestadtheLFS. The new
Biometric Image Available (BIA) field is added to reflect the biometric image types available for
the Identity.If the contributor needs to retwe the biometric images, they can request them via
the Biometric Image RetrievalRQ) request.

3.1.2.3 Latent Transaction Error (ERRL)

This transaction is returned by the FBI in response to a transaction that contained errors such as
search exceeding thpenetration threshold, missing or inadequate quality fingerprints, missing
mandatory information, or invalid contenfthe MSG field shall include additional information

on the causes for the rejectidtrror responses are describedhia Error Message Foat

Section.

3.1.3 Rapid Fingerprint Identification Search Submissions

The Rapid Search functionality provides the ability to perform an identification search against a
limited repositorypopulation with a significantly reduced response time in comparison to
TenprintFingerprint IdentificatiorSearctresponse time§ hese Rapid Fingerpritdentification
SearchSubmissiongre directed against the Repository for Individuals of Special Concern
(RISC), which is anticipated to contain records for Wanted Persons, Knodgpoopriately
Suspected TerroristSexual Offender Registry Subjeasd other persons of special interest

This rapid search functionality being expanded iacludesearching the criminal repository by
authorized agencie$hese transactions will initiagecascadd search of the ULRfter a Rapid
Search response has been provided to the Authorized Qaatriln the future, these
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transactions will also initiate cascading searchenarked Special Population Cognizant (SPC)
Files.

The following TOT will be accepted by the FBI for Rapid Fingerprint Identification Search
Submissions

TOT TRANSACTION
RPIS RapidFingerprintldentificationSearchSubmission

The FBlI O&6s responses to electronic submissions
the following TOTSs:

TOT RESPONSE TRANSACTION
RPISR  Rapid Fingerprint Identification Search Response
ERRT  Tenprint Transaction Error

3.1.3.1 Rapid Fingerprint Identification SearchSubmission (RPIS)

These submissions are providedhe FBI toperform therapid fingerprint searcbft he FBI 6 s
RISCrepository RISC provides the capability to perform a Rapid Fingerpdantification

Search (RPIS) againdte RISCsubjectof heightened interest warranting more rapid responses

to inquiring usersThe transaction allows the user to request a full Identity HiSargmary as
anoptional return elemenin the future RPIS will allow the user to requeaiphototo be

returned

Whenthe Name of Designated RepositoNOR) field containsvaluesof 6 (all of RISC), 11
(Wants and Warrants), 12 (Sexual Offense Regist3 (Known or Suspected Terrorists}
(International Terrorist Filedr 15 (Persons of Special Intergshe submission is allowed
have fiction ridgepositioncodes (FGP)of 11 15, and must contain &asttwo fingerimages
along withbiographic descriptor datd/hen NDR value of 1 (@minal MasterFile) is used, the
submission must have ten fingerages (FGP = T 10), with the Amputated code2.084 AMB
field beingfilled in for those images not includealong with the biographic deriptor data.

Note:RPIS is a limiteeuse TOT that requires coordination with FBI prior to use.

3.1.3.2 Rapid Fingerprint Identification Search Response (RPSR)
Rapid FingerprintdentificationSearch submissions will provideapidresponse to searches
from authorized agencig¥/hen the RPIS searés directed against the RISC repositortbs,
response transaction (RFR) consists of a red/yellow/green indicdtothe Search Results

Findings (SRF) fiele&orresponding to the matcksults againghe RISC A Red Response is a
hit, indicating identification of a highly probable candidate in the RKs@vever, a red response
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is not to be considered a positive identification, but rather the candidate score from the RISC
search indicata high likelihood of identificatiort is recommended agencies submit a full
tenprint fingerprint submission for positive identificatiénYellow response is a possible hit,
indicating identification of a possible candidate (or candidates) in the RI&®D is below the

level of confidence established for a highly probably match (red response) but above the level
that excludes the possibility of a potential candidate (green respdhseyellow response may
thus only be used as an investigative toolting leads for further investigative inquiries.

Green response indicates no hit (i.e., the search did not locate a viable candidate in the RISC).

For Red and Yellow responses, limited identity history information wilieihernedn the
Supplementary Identity Information (2.2023 St) up to two candidates, as well as the most
recent full frontal photo for each candidate if requested, on file and dissemiflablI8I| field
may include information not within the scope of thenliity History Summary(Photo return is a
Future Capability.)f requested, the RPISR transaction will include full Identity History
Summary data in the Electronic Rap Sheet (ERS) field for any returned candidat@sSC
searches, Sll wiltontain thosénformation items not found in the Identity History Suargn
(i.e.,Offense and Caution codes from NQIThe return of the full Identity History Summary
may increase the response time service I&effingerprint images will be returned for the
Rapid Firgerprint Identification Search Response.

If two candidates are returned, a separate -Qypecord will be included for each candidatbe
FBI Number (FBI), Name (NAM), Place of Birth (POB), Status/Error Message (MSG),
Electronic Rap Sheet (ERS), and Sigppentary Identity Information (Sll) fields will hold
information unique to each candidalte addition, the FBI Number (FBI) field of the first Ty2e
record will contain a second occurrence that holds the FBI Number of the candidate in the
second Type€ record for reference.

When the RPIS seardh directed against the CMF repository, the response will consist of a

red/green indicator in the SRFfiel.he SRF field is populated witt
indicating that a potential criminal match hagbhédoundor a A GO0 f or Green i nd
disseminable match has been found. No biographic data or identity information ($UCNgis

included in this responsk is expected a Red indicator response will be followed by a separate
Tenprint Fingeprint Identification request message to provide the identity of the subject.
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3.1.4 International Terrorist Identification Submissions (Future
Capability)

The CJIS International Terrorist File (ITF) is a subset of records within the ®Wi&®D includes
identified terrorists, wanted aliens, or other international subjédtsightened interest

warranting more rapid responses to inquiring useiese submissions will allow an authorized
CJIS contributor to initiate an identification search of External Intemmalti@rrorist repositories.

It will provide the capability for an International agency to initiate an identification search in the
CJIS ITFrepository

3.1.4.1International Terrorist Identification Submission and Response
(Future Capability)

Similar to a RPISubmissionan ITFsubmissiorprovides participating International Agencies
with the capability to search the RIS@owever, the ITFBubmissioris different from a RPIS
submissiorin the following waysallows for multitiered enroliment into the RISC, doaot
provide a filights outo search, forwards the |I°
Organizations, and provides a positive or negative Identification decision.

Note:ITF is a limiteduse TOT that requires coordination with FBI prior to use.

The response will follow mukiiered dissemination rules f6FF. These rulesre as follows
notification is only provided to the record owner for tier 3 identifications; contact information for
tier 2 identifications; and identity history informatitor tier 1 identificationsIf an error occus
during the processing of this submission, it will be noted in the negative Identification decision
response.

3.1.4.2International Terrorist Identification Search Requestand
ResponsgFuture Capability)

These subnssions will be used by CJIS to requastearctirom ITF participating organizations
about record information being included in the response to the International Terrorist
Identification SubmissionThe results of this search will be merged with or appendé¢he
International Terrorist Identification Submission Response.

3.1.5 Disposition File Maintenance Submissiors (DSPE)

These submissions will providbe requestewith an electronic option to submit dispositional
information.The Court Segment Liter@CSL) or dispositional data may be obtained from the
arresting agency, the court system, the penal system, or any other local, state, or federal entity
that may render final adjudication in a criminal ca3®e DispositionFile Maintenance

Submissios (DSFE) may be used to submit from one (1) to forty (40) CSL transactions per date
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of arrest (DOA) without fingerprintand isdescribedn the Data Management Service section.
An electronic respong®SPR)will be sent to the requester.

3.1.5.1Disposition Fingerpri nt Identification Submission (FDSP) (Future
Capability)

These submissions will use the same process asishedition File Maintenance Submission
(DSPE) except it will have the AMP and fingerprint images as mandatory fiékftfication

will be performed by comparinghe FNU/UCN supplied and the fingerprint images provided to
determine positive identificatioff. no FNU/UCN is supplied, the fingerprint images provided
will be used to determinieentification or norAdentification.When a noridentificaion is made
thedisposition submissiodata will be used testablish a new FBI recolny adding the
disposition data to th new recordWhen an identification is made, thesposition submission
datawhich matches the existing FBI recoadrest datavill beadded to thexistingrecord and

will be disseminable in responses from the F&i.electronic response (DSPR) will be sent to
the requestor.

3.1.5.2Disposition Response (DSPRJFuture Capability)

These transactions will be returned by the FBI in respandispositional type related

submissions (DSHEDSB. The response will be based on whether the transaction is processed

as submittedThe DSPR will contain a CJtBansaction contraiumber (TCN) from the

submission, the submitted biographical data, r@s@onse informatio.he response
information may be fAiRecord Updatedo if the re:
CSL, i Manual Processing Requiredo if subseque
or fARejectedo actiah listetTdhe respoase mformdtianwill beegntained in

the Action to be Taken field (2.071 ACNgejections will be via the ERRT TOT.

3.1.6 CJIS Card Scanning Service Submissions

With the initiation of the IAFIS services, all submitting agencies hadppertunity to submit
electronic fingerprint identification requeskdowever, not all agencies had the capability or
capacity to submit electronic requesteerefore, the need to convert hard copy fingerprint card
receipts into electronic submissiondAd-IS is beingmet by the Card Scanning Servickhis
service convestcurrent hard copy tenprints, palmprints, photographs, and foreign national
fingerprint cards into electronic records that are submitt€@Dt& The hard copy card is to
contain tenprit images necessary for the |IAFIS identification procEash hard copy tenprint
card will contain 14 valid EBTS Typé images consisting of the ten rolledage blocks and the
four plainimage blocksThe following transactions are those used by the GaethningService
to submit electronic records @JIS Theymust adhere tthe same organization and restrictions
as those applied to other tenprint identification submissitimsfield edit specifications for
these submissions can be found in Appendix C
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The following are th&€ard Scannind OTs for these submissions along with their corresponding
tenprint TOT:

TOT Tenprint TRANSACTION
TOT
CARC CAR Criminal Tenprint Submission (Answer Required)
CNAC CNA Criminal Tenprint Submission (No Answer Necessary
DEKC DEK Known Deceased
FNCC FANC Federal Applican{No Charge)
FUFC FAUF FederalApplicant User Fee
MAPC MAP Miscellaneous Applicant Civil
NFFC NFUF Non-Federal Applicant User Fee
NFDP NFUF Non-Federal Applicant User FéeDirect Payment
CPNC CPNU Criminal Fingerprint NorJrgent Submissio(Future
Capability)

The FBlI O6s responses to electronic submissions
the following TOTs:

TOT RESPONSETRANSACTION
SRE Submission ResultsElectronic
ERRT  Tenprint Transaction Error

3.1.6.1Criminal Tenprint CSS Submission (Answer Required) (CARC)

This transaction isimilar to the CAR in thathe requester desires that a response be returned.
The response will be returned to the Card Scanning Center which will then respond to the
contributor accordinglyThe applicablefields for this TOT are exalgtthe same as those listed
for the CAR in Appendix D.

3.1.6.2Criminal Tenprint CSS Submission (No Answe Required)
(CNAC)

This transaction is similar to the CNA in that the submitting agency desires no response from the
FBI and | eaves the fAr &enérallytidsdransactierdigsedtolinfboomk u n ma
the FBI that a knowsubject has committea new offense and to update the FBI recohds.
acknowledgement response will be returned to the Card Scanning Géetapplicablefields

for this TOT are exabt thesame as those listed for the £¢ Appendix D.
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3.1.6.3Known Deceased CSS SubmissiqbEKC)

This transaction is similar to the DEK in that a deceased subject whose idekiibyisto the
submitting agency and to update FBI recofidse response will be returned to the Card
Scanning Centawrhichwill respond to the contribut@ccordingly.Theapplicablefields for this
TOT are exady thesame as those listed for the DEK in Appendix D.

3.1.6.4Federal Applicant CSS Submission (FNCC)

This transaction is similar to the FANC in that the submission is in connection with criminal
justiceand law enforcement employment with the Federal Government (e.g., FBI, US Park
Police, Federal Judiciall.he response will be returned to the Card Scanning Cehteh will
respond to the contributor accordingihe applicablefields for this TOT are eacly the same as
those listed for the FANC in Appendix D.

3.1.6.5Federal Applicant CSS Submission (FUFC)

This transaction is similar to the FAUF in that the submission is from any branch of the U.S.
military in connection with an enlistment or consideratian@éficers €andidate School his
transaction may also be submitted from federal agencies in connectiomevitirifninaljustice)
employment, security updates, or contract persoiiimel.response will be returned to the Card
Scanning Centexhichwill respond to the contributor accordingiyhe applicablefields for this
TOT are exady thesame as those listed for the FAUF in Appendix D.

3.1.6.6Miscellaneous Applicant Civil CSS Submission (No Charge)
(MAPC)

This transaction is similar to the MAP in that itised for noffederal law enforcement and
criminal justice employment (including state and local law enforcement) as well as gun permit
applications from criminal justice agenci@e response will be returned to the Card Scanning
Centerwhich will respord to the contributor accordinglyhe applicablefields for this TOT are
exacty thesame as those listed for the MAP in Appendix D.

3.1.6.7Non-Federal Applicant CSS Submission (User Fee) (NFFC)

This transaction is similar to the NFUF in that it is usechfocriminal justice and licensing

purposes under federal (e.g., National Child Protection Act of 1993), state, sthio#ts

which fall under the authority of Public Law-&24, and are approved by the U.S. Attorney

GeneralThey are also used by localdhstate agencies, federal and state banking institutions,

and regulatory agencies (e.g., stock exchange:
Regulatory Commission, Securities and Exchange Commission, racing or gaming control

boards) Ther intendedpurpose igo ascertain whether individuals who have applied for
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employment have any past criminal historig billing is handled via the user fee billing
system from IAFISThe response will be returned to the Card Scanning Cehieh will
respond to the contributor accordingihe applicablefields for this TOT are exagtthe same as
those listed for the NFUF in Appendix D.

3.1.6.8Non-Federal Applicant CSS Submission (User Feiedirect
payment) (NFDP)

This transaction works the same way asNR&C excepthatpayment is included with theard
copy fingerprint cardThe response will be returned to the Card Scanning Cehieh will
respond to the contributor accordinghhe applicablefields for this TOT are exagtthesame as
those listedor the NFUF in Appendix D.

3.1.6.9Criminal Fingerprint Processing Non-Urgent CSS Submission
(CPNC) (Future Capability)

This transactions similar tothe CPNUIn that if differs from urgent criminal transactions in
response timeThe response will be returned to the Card Scanning Center which will respond to
the contributor accordinglyrhe applicablefields for this TOT are exagtthe same as those

listed for the CPNU in Appendix D.
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3.2 Verification Service

This service will provideuser support of requests for specific biometgdficationon an

individual. It allows a user tsubmit a request for verificatian an individual by specifying a

unique identifierThis Verification ®rviceresulsin the confirmation of an individudls | dent i ty
based on a on-one comparisorThe following are the TOTSs fdrerification submissions:

TOT TRANSACTION
FVR Fingerprint Verification Request

The FB[Gs responses to electronic submissions will provide search results or indicate \daerror
the following TOTSs:

TOT RESPONSE TRANSACTION
SRE Submission ResultsElectronic
ERRT Tenprint Transaction Error

3.2.1 Fingerprint Verification Request(FVR)

These submissions will be used to verify the identity of a subject against a known UCN in the
CJIS files.Submissions will include a quoted UCN and may include from two to ten fingerprint
images, either flat or rolledf. the quoted UCN is not found, an error message (ERRT) will be
returnedIf the UCN is found but not verified, a No Match Respongkebe returnedn the SRE
transactionlf the submitted images are verified against the quoted UCN, a Match Response will
be returned including a currelatentity History Summaryif requestedin the SRE transaction

3.2.2 Fingerprint Verification Respons4SRE)

This transaction is returned by the FBI in response to a Fingerprint Verification retheest.
response will always contain the Match/No Match decision and will contain the electronic
Identity History Summaryif requestedTable 33 describesvhich NAM, FBI number, and SID
are returned in the SRE for the Fingerprint Verification reqiestfurther information, please
refer to the Identification Services section, Submission Rés#lsctronic (SRE) subsection.

Table 3-3 Values of NAM, FBI and SID Returned in the SREfor FVR

Type of Submission Result Value of Returned Field Special Exceptions
Name FBI SID
Fingerprint Verification Request | Match Master NAM Master FBI Master SID
Fingerprint Verification Request | No Match NAM Submitted None Submitted SID STD in RAP SHEET
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3.2.3 Fingerprint Verification Error Response- ERRT

These transactions are returned by the FBI to indicate a transaction error for a Fingerprint
Verification requestlt includes a message field (MSG) indicating the tgperror detected.
Error responses are described in the Error Message Format S€cticently defined error
messages are detailed in Appendix M.
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3.3 Information Service

This service will provide user support of requests for specific biomethographic

information on an individualt allows a user to submit a request for information on an
individual by specifying a unique identifiekppendix E provides a summary of the Information
Service transactions with the Ty@dields that are optionand mandatoryAppendix C

contains the detailed information for each of the T@delds.

3.3.1 Biometric Image Retrieval Submission

The Biometric mageRetrieval Submissiomcludes transactios for requesting images on file at

the FBIL.To initiate arequéas f or i mage(s) from the FBI G6s dat a
electronically transmits the unique record identifier of the subject (i.e., FBI number or other

identifier, such as UCNYhe Unsolved Latent Fil@&JLF) record will also have a unique record

identifier known as the UCNTI hereforeto retrieve ULF images, the contributwill provide

that UCN in the FBI Number field (2.014) to retriethe ULF recordThis request will be routed

to the FBI, processed, and returned to the requester through the CNSIMHle requester is a

local agency, the request and response witbioéed viathe CJIS WAN through the state law
enforcement network or the Intern&here will be no manual intervention on the part of the FBI.

Requests for a set of images will bémitted to the FBI under the TCiEld of IRQ (denoting

Image Request) in the TydeRecordT he FBI 6s response wil/l cont ai
Image Request Response) in the FypRecord The processing flow for image requests is

illustrated in Figue 8, BiometricImageRetrieval Submissian
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Figure 8 Biometric Image Retrieval Submission
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As an IRQ could request images for multiple individuaisncluding a list of identifiershe

FBI will respond with a Fingerprint Image Summ&gsponsdsting all requested FBI numbers

or UCNSs and their response stastfitier completing the individual retrievals and resporfks
FBI 6s response will co-hRegordn a TOT of | SR

The following TOTs are applicable for requests for fingerpnratges:

TOT TRANSACTION
IRQ Image Request

The FBGs response to requests for images is as follows:

TOT RESPONSE TRANSACTION
IRR Image Request Response
ISR Image SummarfResponse
ERRI Image Transaction Error

Other Biometric Image Retriev8ubmissions include the legadge&tronic photo services

transaction for requesting criminal or civil photo dedsn thefile at the FBI and a transaction to
delete photo set3he file from which the photos are being requested is indicated by providing

the appropriate value in the Name of Designated RepositoriR]M8ld in the Type2 record.
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To initiate a request for a photo set from t h
transmits the&JCN (which can be an FBI number or other uniqueordddentifier) and

optionally a DOA (for criminal records) of the subjg®ote: In the future, it is anticipated that

Date Photo Taken may be used to request civil photos associated with a specifidi®nt.)

request will be routed by way of the CIMAN to the FBI, processed, and returned to the

requester via the same paitithe requester is a local agency, the request and response will be

routed viathe CJIS WAN through the state law enforcement netwidtkre will be no manual

intervention on theart of the FBI.

Requests for a photo set will be submitted to the FBI under thefie@Tof CPR (denoting

Criminal or Civil Subject Photo Request) in the TybRecordT he FBI 6s response \
a TOT of PRR (denoting Photo Request Responghgifypel Recordln the future, photo

retrievals will be also included under the IRQ transaction.

The following TOTs are applicable for request for Criminal or Civil Subject Photo Images:

TOT TRANSACTION
CPR Subject Photo Request

The FBI 0 ¢ requestsdon @risnieal Subject Photo set images are as follows:

TOT RESPONSE TRANSACTION
PRR Photo Request Response

3.3.1.1Biometric Image/Feature RetrievalSubmission(IRQ)

This transaction enables users to retrieve images from the FBI databasesrgaeson can be

made by the requester at wuser f aTherequesteres or t
identifies the subject(s) by UCN/FNU/SCNA whose fingerprint images are being requested. The
requester may also include additional parametersquest more specific images (eBSI) of

the subject(s) whose biometric images are being requésted. t o 1, 000 subjectso
requested per transactid@®pecific fingerprint palmprint, supplemental fingerprints and

palmprintimages or theomplete set may be requestbudthe future, other biometrics (such as

photos and iris images) that are associated with that record may also be reqinested.

transaction will be processed, and requestdected images on file at the FBI will be transeit

in the responsdach subject record identifier number in the reqaadteach set of biometrics

being returned for the subjestll be addressed in a separate Image Request Responsel{IRR).

the request contains any errors, an Image Error RespoR&d)(&ill be returned, including the

reason for the return in a message field (M3¥B3)ors associated with individual record

identifier numbers, such as an image set not being on file, will be reported in the Fingerprint
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Image SummarRRespons€ISR). Theremaining valid subject identifier numbers will result in
individual IRR responses.

NGI expands this capability to also allow for the retrieval of:
1. Tenprint Fingerprint identity composite (legacy behavior) or specific biometric image sets

2. Fingerprint im@e sets along with associated feature sets for identities and specific biometric
image sets

3. Palmprint image sets along with associated feature sets for identities and specific biometric
image set

4. Supplemental Print image sets along with associated fesgtgéor identities and specific
biometric image sets

5. Latent Print image sets along with associated feature sets for latent records and specific
biometric image sets

The submitter of the transaction may indicate the desir€ Jt#to return the Typ® features
records associated with the returned imagéso, the palmprint and supplemental fingerprint
and palmprint Typ® features will be supported for return with their associated images.
Type-9 features records may be useddomparison purposes by overlaying the features on the
image recordg-or IRQ transactions requesting multiple sets of images, the request to return
features records must apply equally to all identified sets of im@gberwise, individual IRQ
transactios must be submitted.

New fieldshave been added to thHRQ in supportof the identity (or subject) events as well as

the new friction ridge typesn order to support multiple biometric sets and multiple modalities
(image types) for an identitp new fidd, the Biometric Image Description (BIDhas been

created. If the new BI2.2028)field is populatedthen the UCN (2.014) and FNR (2.057)

fields will be ignored; therefore, UCN and FNR are modified from mandatory to optional. The
BID field is a set tpe where its subfields define each image reque$teslimage Type (IMT)

field canbe used to specify which types of biometric sets are requested, the Request Features
Record (RFR) fieldanbe used to request features with imagiesBiometric Set Identfier

(BSI) field canbe used to identify the specific biometric set being requested, and the Print
Position DescriptoréPPD)field canbe used to accompany the FNR field to specify which
Supplemental Fingerprint and Palmprint images are being requdgtezBSI field is not

present, the representative biometric set(s) are retrieved for the identity specifiedBiVtHeN-
field. The representative set for fingerprints will be a compdisigerprintset of images, while

the representative set of palmprints or supplemental fingerprint and palmprint will be the latest
setenrolled See the table below for combinations of fields and images that will be retiitreed.
FNR field will also be expanded to el palmprint position codes (See Appendix P).
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IMT BSI FNR Images returned
Present Present Present

X Representative set for image type specified

X X Specific image set specified in the BSIthat image type
specified

X X The friction ridgeposition image of the representative se

for the image type specified

The finger position image of the specific image set
specified in the BSI

The finger position image of the specific image set
specified in the BSof that image type specified

3.3.1.2Subject Photo Request (CPR)

This TOT enables users to retrieve a photo set from the FBI repo&tariy.set of photos
comprises photos of a subject posed from different views and/or Scars/Marks/Teditios.
photo set foan identityrecord (identified by an FBI number UCN) is linked to the subject by
the date of arrest (DOAn the future, poto setwill be linked to theUCN andwill be stored by
the datephotographedThe most recent frontal photo will be returriedhe requesas a default
The transaction will be processed, and the requsstected photo set on file at the FBI will be
transmitted in the respondéthe request contains any errors, the response code (REC) will be
s et tAoPhdioNRequest Rpense (PRR) will be returned, including the reason for the
rejection in a response explanation field (EXP).

3.3.1.3External System Photo Image Retrievahnd ResponsgFuture
Capability)

In the futurewhen an Authorized Contributor submit®hoto Image Retrial Request to
request photo images for specific Identities and eviemts an external system, the FBI will use
the External System Photo Image Retrieval Request to obtain those. fihgt@xternal system
will respondo the FBI with the External SysteRhoto Image Request Response.
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3.3.1.4Image Request Response (IRR)

This transaction is returned by the FBI to provide requested images on file at the FBI to the
requesterEachimage identifiedn theIRQ requestwill cause a separal@R responseThe
response will include the subject record identifier nunfb&N) and the requestathagesetin
the format they were enrolle@lype-4, Type-14 fingerprint imageor Type-15 palmprint

images The specified fingerprinpalmprint, and/or supplemenfaigerprint and palmprint
images will be transmitted in the response.

The IRR response will return one fingerprint, palmprint, or supplemental fingerprint and
palmprint image set along with the associated biometric feature set, if reqUéstetw

Biometric Image Available (BIA) field is added to reflect the biometric image types available for
the Identity.This field will only be populated with th@formation contained in the BID field of

the IRQ The FBINumberfield will return the NGI UCN that magontain either the criminal

FBI number (FNU) the Civil Record Number (CRNpr Legacy Unsolved Latent number

(SCNA) of the returned record. When a composite set is returned, no Biometric Set Identifier is
returned in the message.

3.3.1.5lmage SummaryResponsgISR)

This transaction is returned by the FBI to summarize the results of the image pFqoessing.

This transactiorcontains the listing of each subject record identifier number retultried.
suggested that the submitting agency do a comparetevebn their original image request and
this image summary response to determine which images were not returned due to invalid FBI
number or image not on file.

New fields will beusedto inform the user of all the identitbbiometric sets that were returned
when the IRQ contained the BID fieldew fields added to the message are the Image Type
(IMT) to specify the type of biometric set returned &%l to specify the exact biometric set
returned if the set is not a compes#tet.The FNU, SID, IMT, and BSI fields are all ordered such
that each occurrence of the field is partnered with the same ordered element of the other three
fields.

3.3.1.6Photo Request Response (PRRnd Photo Delete Response (PDR)

Each photo request will retve a photo request response (PRRe PDR TOT is the response

for an image delete reque$he two responses are handled in the same Weg/transaction is
returned by the FBI to indicate the condition of each requibstfields in this Type record

will give theresultof the requestf the request contains any errors that cannot be patsés

wi || return an FBI =0000000; CRI =XXXXXXXXX;
field, EXP= the translated message code of the first detected error.
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3.3.1.7Image/Information Transaction Error (ERRI)

This transaction is returned by the FBI to indicate a transaction Brirarludes a message field
(MSG) indicating the type of error detect&dror responses are describedhia Error Message
FormatSection.

3.3.2 Biometric Audit Trail Retrieval Submissions (NGI Increment 3)

These transactions will enable users to retrieve audit trail information for their images stored in
the CJIS databas€his information will consist of which agendg$) havereceivedhe specified
imag€s), when the image(s) weteansmitted and for what reasoithe requester provides the
subject identifier (UCN) and the biometric identif{@&SI) for the imagesetfor whichthey wish

the audit trail information to be returndfithe biometric set identifier is not included, then the
UCN is mandatory, andll the biometric satowned by the submitter will hesed. The

transaction will be processed and the requested audit trail will be returned if the originator of the
request is thewner of the image for which the audit trail is being retrie¥ég: owner is

defined as the CRI who enrolled the biometric or the State Bureau for théf @RIrequest
contains any errors, an error response will be returned including the reasonréuthén the
message field (MSGErrors associated withrecord identifier number, such as an image set not
being on file, will be reported in therrorresponse

3.3.2.1Biometric Audit Trail Retrieval Query Request(BATQ) (NGI
Increment 3)

For each requésthe submitter of the transaction stsgikecify which subject image audit trail
that CJIS will returnThe respose to this request will return only the audit trail for the images
owned by the submitter of the requédte first phase of implementatiof this transactiorwill
include Fingerprint Audit Trail Retrieval Request, Palmprint Audit TeaitlUnsolvedLatent
Audit Trail Retrieval Request#n future phases, this transaction will inclugiegerprint Audit
Trail, Photo Audit Trailand Iris AuditTrail Retrieval Request&ach transaction caetrieve
either a specific biometric set or multiple biometric sets for an Identity or latent retioed.
response to this request will be Audit Trail Retrieval Response.

The main inputs are the UCN specify the Identity or latent record, BSI to specify a specific
biometric set, and IMT to specify the image types. Only a record owner (contributor) is allowed
to request an audit trail, so a transaction error is returned if anyone other than theiewter tr

| request itWhen-BSkis-provided +MT-is-ignoretivhen IMT is provided without BSI, audit
details are returned for all of the biometric sets of type IMT that are owned by the requestor for
the specifieddentity or latent record (UCN). When BSI amdT are not provided, the audit trail
details returned will consist of all biometric sets owned by the requestitre specified Identity
or latent record
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3.3.2.2Audit Trail Retrieval ResponsgBATR) (NGI Increment 3)

This transaction is returned by the RBIprovide the requested audit trail record to the requester
for the imagefor which the requestor is the ownen file at the FBIThis message contains

details of when and how the biometric sets specified in a BATQ have been disseminated. If
images fron the requested biometric set have not been disseminated, a successful BATR is
returned, but it will not have any instances of audit trail data. If the requestor does not own any
of the images based on the BATQ request criteria, this will result in attiorserror condition
(ERRA), including the reason for the error in the MSG field. Also, if the BSI or IMT is not
associated with the UCN, an ERRI would be the response.

This response willnclude the subject or latent biometric record identifier and the audit trail

record for that imageA new Audit Trail Record (ATR) field is added to support a repeating set
containing the ORI of the originator, date of dissemination, TOT used to adugliredage, the

BSI of the image, the image type, and finger positions (when the complete set is not returned) for
each requested imadéthe max occurrencef the ATR is reache(lL00), the MSG field will be
populated informing user thitest 100 recordsre returned

3.3.2.3Audit Trail Transaction Error (ERRI) (NGI Increment 3)
This transaction is returned by the FBI to indicate a transaction Erimecludes a message field
(MSG) indicating the type of error detectéttror responses are describedtie Error Message
FormatSection.

3.3.3 Rap Back Information Retrieval Submissiors (Future Capability)

These future transactions will provide the subscriber of the Rap Back Service the ability to
retrieve their subscription status along with the designatépieats of the Rap Back
Notifications for those enrolled in the Rap Back Servidere will also be an opportunity for
the subscriber to retrieve Identity History Summaries for those enrolled in the Rap Back Service.

3.3.3.1Rap Back Subscription List (Future Cgpability)

This transaction will provide the Rap Back Subscriber the ability to retrieve their Subscription
List indicating their subscription status and list of designated recipients.

3.3.3.2Rap Back Identity History Summary Request (Future Capability)
This transaction will provide the owner of the Rap Back enroliment the ability to request an

Identity History Summary for the individual enrolled in the Rap Back Seafiee receipt of a
Rap Back Activity Notification
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3.4 Investigation Service

Toconductam nvestigation search of the FBIlI &s datab.
transmit images and descriptive information as required by the AFIS/EBLti{e AMP, when

needed) or useextracted characteristicBiometric characteristics include skfication,

features, and any other derived data required by AFISIFBIe originator is a local law

enforcement agency, the request will go through their State Identification Bureau or an approved
channeling agency.he subsequent submission will lmched automatically with no additional
manual editing or processinif.candidates are identified, no identification decision is made by

the FBl.Instead, up to@c a n d i HCGN$ aresréiurned to the transmitting agency along with
fingerprint images frm the highest scoring candidafgpendix E provides a summary of the
Investigation Service transactions with the Tyggelds that are optional and mandatory.

Appendix C contains the detailed information for each of the -Ryfields.

3.4.1 Tenprint Fingerprint Investigation Submissions

The tenprint investigation process differs from electronic tenprint identification submission
processing in that there is no manual intervention on the part of th@k8user can request
specific finger images, up to all fihgerprint imagesto be returned with the respongda the
Fingerprint Number(s) Requested (FNR) fielthe sender must designate the TOT in the Type
record to specify the type of search request.

The following list of TOTs is applicable to tenprsgarches transmitted to the FBI:

TOT TRANSACTION

TPIS Tenprint Fingerprint Image Searches
TPFS Tenprint Fingerprint Features Searches
TPRS Tenprint Rap She&earches

A hierarchical approach to tenprint searches must be adheiied, ttof TPIS andlrPFS).
Submissions by local agencies must be processed by the local AFIS (if available) and
electronically transmitted to a state AFIS (if available) before being submitted to thié &I.
identification decision is made at any of the previous leveldgdtwification response will be
transmitted to the originating agency and there will be no further processing of the request at a
higher level.

The processing flow for tenprintsutsns i ons ( TPI S/ TPFS) is shown ir
Fingerprint Submissions. 0

All electronic transactions between the FBI and the originating state agency will be routed via
the CJIS WAN State and local agencies must handle the continuance of thesactions
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among themselves through the state netweok.OFOs, tribal, or international agencies, routing
of search and response will be via their connection to the CJIS WAN.

Figure 9 Investigation Fingerprint Submissions
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The following are the potgial responses tenprintfingerprintsubmissions

TOT RESPONSE TRANSACTION
SRT Search ResuktTenprint

ERRT Tenprint Transaction Error
TPRR TenprintRap Sheet Response

The Search Reslltenprint(SRT) response will include candidate list anithe fingerprint

images of the highest scoring candidate who potentially matches the submitted fingerprints.
Retrieval of the additional images is accomplished through separate image retrieval régeests.
Tenprint Rap Sheet Response (TPRR) will congdist of candidates and thaitentity history

in the Electronic Rap Sheet (ERS) fighdit no fingerprint images.
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3.4.1.1Tenprint Fingerprint Image Search(TPIS)

The Tenprint Fingerprint Imaggearchcontains tenprint fingerprint images along with any
required fingerprint classification information and descriptors by the origingteiRattern

Level ClassificationRAT) field is to be included for every amputated or unprintable fingee.
fingerprint characteristics will be automatically extractedrftbeimage submittedThere will

be no manual editing of fingerprint characteristidse search process of the criminal fingerprint
files is conducted and the results transmitted to the origirBherresponse consists of the match
report including thédentification of matching candidates and the corresponding fingerprint
images of the candidate with the highest sdonages for the remaining candidates may be
retrieved through separate image retrieval requests.

3.4.1.2Tenprint Fingerprint Features Search(TPFS)

The Tenprint Fingerprint Featiww&earctcontains fingerprint characteristics, including

classifications, which are extracted and transmitted by the originator along with search criteria.

The search process uses this information to generate ttiglagmlist.The response is similar to

those for TPIS transactioris should be noted that the fingerprint characteristics referred to here
arethenatvenode f i ngerprint c¢ hariacthedingerminti cs of t he
char act er ingmittedondl be irdadarmaat used ar accepted by AFIS/ABRE

originating agency must have the capability to extract and encode fingerprint characteristics data

in the FBI native mode in order to use this TOT.

3.4.1.3Tenprint Rap SheetSearch(TPRS) and Responss (TPRR)

The Tenprint Rap She8earcltcontains tenprint fingerprint images along with any required
fingerprint classification information and descriptdrhe PAT field is to be included for every
amputated or unprintable fingdrhe fingerprintcharacteristics will be automatically extracted
from the images at the FBI with no human interventidrere will be no manual editing of
fingerprint characteristic§he search process of the criminal fingerprint files is conducted and
the results transited to the originatoThe Tenprint Rap Sheet Response consisiteottity
historiesfor up to the top twenty candidatésages are not returned as part of this process.

Note: TPRS is a limiteeluse TOT that requires coordination with FBI prior to use.
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3.4.1.4Search Result®y Tenprint (SRT)

This transaction is returned by the FBI in response to a TPIS or TPFS réijuebides a
candidate list composed of the names d@iNsof up to 25 subjects selected by AFIS/FBI as
determined to bpotential matche® the fingerprint images or features that were submitted.
fingerprint images of the first candidate on the candidate list will also be incllided.
fingerprint images in the response may be specified by finger position in the search request.

3.4.1.5Tenprint Transaction Error (ERRT)

This transaction is returned by the FBI to indicate a transaction Brirarludes a message field
(MSG) indicating the type of error detect&dtror responses are describedhia Error Message
FormatSection.

3.4.2 Latent Print Investigation Submissions

The NGI Latent Friction Ridge (LFR) system replaces the IAFIS latent search cap@biity.

LFR system offers drastically increased accuracy through the use of latest generation matching
algorithms coupled with an evebased (ice composite) friction ridge repositoffyurther, the

LFR expands the friction ridge repository and latent searching beyond fingerprints into palm and
supplemental (joint and tip) prints.

A CJISuser may transmit one or more latent print imaayedbr corresponding features sets,
assumed to be from the same subject, to be searched agairesidhe FBI friction ridge
repositoriesThis latent print search request will originate from the agency having legal
jurisdiction of the caséfederal, statdpcal or international) The evidence will be processed and
the desired lateritiction ridge impressionwiill be electronically captured.o conduct asearch
with the capturedatent prins, the originating agency will electronically transttie latent pint
imageswithin a Latent Friction Ridge Image Search (LFIS) or the latent print features and
preferablythe latent print images within a Latent Friction Ridge Features Search (LFFS)
transactionThe image in an LFIS/LFFS transaction should be knowre togsight (tip up £
15°), with no obscuring background or ltiple impressions in the imagBy default, hese
imagesandbr featurewill be stored in the Unsolved Latent File (ULHA)he user may override
this behavior by setting tHéLF flag to no.

All AFIS searches must adhereatbierarchical approacfiransactions generated by local

agencies must be processed by the local AFIS (if available) and electronically transntiteed to
state AFIS (if available) before submitting a search to the [FRh identification decision is

made as a result of processing at any level, there will be no further processing of the request at a
higher level All electronic transactions between the FBI and the originating agency will be

routed via the CJIS WANr otherapproved electronic communication medium
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The response to a valid latent search transaction will contain a TOT of "SRL" (denoting "Search
Results- Latent") in the Typel Recordlt will also includethe UCN of up to the number of
candidates requested@R) and the corresponding friction ridge imagesmtothe Number of
Images Requestetl(R) of thecandidatés) that potentially matclaghe latent printlf the latent
search included more than dagent print(a multilatent searchk single mergedandidate list

will be returned.

In the initial rollout of NGI Investigative Services, Latent Friction Ridge investigative search
TOTSs will have the NDR field added and will accept values specified in EBTS for Criminal
Master File, Civil File, Unsolved ltant File, and FBI Special Population Cognizant (SPC) Files
(if the requesting ORI is allowed to search the requested SPCTfiedefault behavior when

this field is not present is to only search the criminal reposikaya given latent investigative
search, NGI will not search both known (FRIF) and unknown (ULF) repositorig NDR

field contains both repository designations, only the known repository(ies) will be searched, and
this scenario will be reported in the SRL (see MSG field of SRdglitionally, the user will be

able to optionally select, in investigative searches, whether features and matched minutiae for
each candidate print are returned in the Latent Friction Ridge search result response. The
extendedeaturesetand matched minutéawill reside in the EFS section of the Typeecord for

the candidate(s), as defined in the ANSI/NIST 1-2011 standardSeveral changes to the
investigative TOTs within EBTS for NGI will require system programming updatedkéo
advantage of these wecapabilities. CJIS will continue to be backward compatible along with
providing new fields t@uccessfully utilizehe new NGlnvestigative services.

In future releases beyond the initial rollout of NGI Investigative Serviaesytinvestigative
seaarcheswill have the capability toequest a simultaneous search of otheernal systes) such
as Can adiaméld SyRtenadr DHS IDENTSubmitters will enter the appropriate values
for the desired destination in the Name of Designated Reposit688(RIDR) field in the Type
2 record.

The biographi@nd/or biometridescriptor data contained in the Typeecords) of the

LFFSLFIS search transacticereused taeducethe search penetratiaf the desired
repositorieslf two Type-2 records are tluded in the search transaction, Thge-2 with the

ULF flag =fivois used for deposit of the latent into the ULF, while Tgpe-2 with ULF =fiNO

sets the search filtering criteria to limit file penetratidfhen there are two Tyg2records and
theULFf | ag i n both are @Yo -2omll beruset foriseacching dnd tthe t h e
second one will be used for the deposit of the latent into the Lfiting file penetration by
filtering searches based on known information increases searcla@ceand improves search
response timdnvestigative services users are encouraged to limit searches of the civil and/or
criminal file to no more than 50% of the population of the file(s) being searbl@dwill

support the biometric filter criteria frion ridge position code and pattern classificataomd will
also support the biographic filter criteria date of birth (only the year of birth is used), race,
gender, place of birth, and place of arr€sEQ 2.044. A Latent Penetration QuefiPNQ) may
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besent to determine the percentage of repository penetration prior to initiation of a $barch.
results will be returned in a Latent Penetration Resp(i@sR). The response will include the
percentage of the repository penetration determined from beiged parameters in the fisld

of the Type2 record Detection of errors will cause a Latent Transaction Error (ERRL) response.

The FGP field magontain one or moref the possible finger or palm positions they match

the latent imageTheintegercode number corresponding to the known or rpesbable finger

positionwill be taken fronthe ANSENIST ITL Standard-inger PositiorTable orPalmprint

Position Table andntered as a oner two-character ASCII subfieldSee Appendix P for

acceptable alues.)Additional finger and/or palmositions may be referenced by entering the

alternate position codes as subfields separatddddy R S@parator charactefhe codei00 for

fUnknown Finged shall be used to referenegery finger position from onétough tenThe

code #1200 f or A Un k n orefarende avienpnitstepalmpairitplositioneTheu s e d t o
Type-2 PPD field is used when FGP is set to 19 to filter which part(s) of a supplemental print(s)
should be searchei.the code fil180i torofURkdgwen Bhall be wu
every listed friction ridge position and will be used as the default when FGP is omitted or blank.

When submitting a single latent image, the submitter may use the PAT (2.034) and FGP (2.074)
fields as follows tordicate that the position is unknown while allowing speculation on the finger
positon:( 1) set the Finger Number subfield of FGP
supplying the Pattern Classification Code as usual; (2) in conjunction, submit one or more

instances of the FGP field containing the finger position guesses; and (3), in the FGP field of the
Type7 / 13 r e c or l@manydimger duesses foDa. silgle finger search are provided, the

PAT field should be entered only for the first finger gumsd will be automatically duplicated

by CJIS for all other finger guesses.

The following list of TOTs is applicable to latemiction ridgesearches transmitted to the FBI:

TOT TRANSACTION

LFIS LatentFriction Ridgelmage Search
LFFS LatentFriction RidgeFeature Search
LPNQ Latent Penetration Query

The following are the potential responses to latection ridgetransactions:

TOT RESPONSE TRANSACTION
SRL Search ResukLatent

LPNR Latent Penetration Response
ERRL Latent Transaction Error
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Figure 10 provides a high level view of the latent friction ridge investigative service workflow,
to include the notification service and data management service transactions explained in
sections 3.5 and 3.6 respectively.
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Figure 10 Latent Friction Ridge Investigation Workflow
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The following paragraphs describe in detail the TOTs associated with the Latent Friction Ridge
Investigative Service.

3.4.2.1Latent Friction Ridge Image(s)Investigation Search (LFIS)

The latent friction ridgémage(s) are transmitted along with the search criteria by the originator.
The friction ridge features will be automatically extracted from the images with no human
intervention.There will be no manual editing of friction ridge characteristics by FBéritat
ExaminersCJIS will conduct a search of the designated repository or repositories and will
transmit the results back to the originatarthe event that images are of insufficient quality for
the LFR system to be able to extract features and pedawarch, CJIS will respond with a
Latent Transaction Error message.

Multiple fingerprint images may be searched if the submitter believes the images are from a
single subjectMultiple fingerprintimages must be accompanied by a unique fig@rposition
for each imageOnly this set of fingearint positions will be searched.

When one latent friction ridge image is transmitted, the submitter may include multiple friction
ridge position guesses in the FGP field, values from Tal@dédand in Appendix PNGI will
utilize the PPDwhen FGP =1%o support thesupplementafinger positions

The user is also able to optionally select whether features and matched minutiae for each
candidate print image are returned in the LFIS response. The features ameldnmaittutiae will
reside in the EFS section of the Typeecord for each candidate defined inAppendix J

Latent friction ridge images submitted for searches may be added to the Unsolved Latent File.

One or two Type? records may be submitted in theusdh messagdf only one Type2 record is

submitted, CJIS will automatically use the descriptive data in that record for the search, and if

the ULF flag is set to AYO or is omittaédfd, wil/
two Type?2 remrds are submittedhe onewith the ULF flag set t@Y o will be used to set the

ULF deposit parameters to filter when it is reverse searched by tenprint/palmprint/supplemental

print transactions or when it is searchebctly by another latent print, wkithe other Typ&

will be used to limit the search penetratititwo Type-2 records are present and either both are

flY 0 or both areiN0 or do not have a flag, then the fivgll be usedfor searching and the second

will be usedfor enrollment.
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3.4.2.2L atent Friction Ridge Features Search (LFFS)

The latent friction ridge features are extracted and transmitted along with the search critefia by{ Formatted: Don't keep lines together

the originator in this transactiowhile inclusion of the search image is optional in this
transaction,tiis highly recommended to include the latent image within the LFFS to increase
search accuracihe search process of the desired repository or repositories will be conducted
and the results will be transmitted back to the originator in an SRL TOT as dddoriltee

LFIS transactionThe friction ridge features referred to here are the EFS friction ridge features as
defined inAppendix J

Originatorsare encouraged &dd the latenimage along witlfeaturedn thesearch message to
be added tthe ULF. Multiple-finger searches and searches where the finger position is not
known are to be treated in the same manner as the TRéSoriginating agency must have the
capability to extract and encode friction ridge features compliant with the EFS to use this TOT

3.4.2.3Search Results Latent (SRL)

This transaction is returned by the FBI in response to a latent search riquéishclude a
candidate list composed of names and UCNSs of each candidate (up to the NCR field value) along
with the corresponding friain ridge image(s) of the number of images specified in the NIR field
of the search message using the F§p&4 or 15 recordJp to 99 candidates, their match scores,
and the finger/palm/supplemental positions of the images on file that matched maybedncl

in the responséf the NIR is not specified, then the top 20 matching images will be retuifned.
the NCR is not specified, then the top 20 candidates will be included in the candidateslist.
NCR and NIR field are added to the Typdor SRL to r@ort the total number of candidates and
images contained in the SRL. It is not echoed from the rednesddition, if the search included
an indication that the latent image should be stored in the Unsolved Latent File, the SRL will
return the UCN (2.014of the storedinsolvedatent image.

The SRL will contain a candidate list of potential matches from the repositories that were
searchedThe user may optionally select in the search request (LFIS or LFFS) whether features
and matched minutiae for each candidate print image are returned in the SRL response. The
features and matched minutiae will reside in the EFS section of thedTigmordfor the
candidate(s)When RFR is selected, the probe features will always be IDC=1, and the candidate
list images/features will always begin with IDC3herefore, when NIR is 20 there will be 21
Type9 records, the first one will present the matchedutaia of the searched image and the
remaining recrods will be those of the candidates retuBesides the currently supported

criminal identifiers being returned as candidates, Civil and Unsolved Latent identifiers will also
be supported. The friction ig& data may include Palmprint and Supplemental Fingerprint and
Palmprint.
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A new Candidaténvestigativelist (CNL) field is added for SRLThe legacy CAN field remains

and will continue to be populated to support backward compatibitityhhe UCN field NGI

returns UCNs, FNUs, and CRNSs. For latent records from the ULF, the UCN will be returned
(even if the old SCNA value exist$jor the new CNL field, the IMT subfield indicates the type

of image being returnednd the PPD fielccoupled with the existig FGP field (when FGP

equals 19)indicates the finger or palm position code of the image. If the IMT field indicates a
latent image, then the UCN subfield of the CNL field is a latent UCN for that candidate. The
Biometric Set IdentifierBSI) for each inage is returned. THRiometric Image AvailableRIA)

field is provided to indicate the available biometric image types for the identity. The BSI and the
BIA allow the recipient to request more images for the subjdt.NDR field is only populated
when laent search requests specify only SPCs to be searched. It will be populated with the SPCs
the candidate resides in from those SPCs actually seafdhedDR field is a future capability
where it will be populated with the NDR value(s) the candldate rsaﬂrddamlted to those NDR

values actually search dh

If there are hits from multiple events for a given UCN, these BSlsisib be listed in CNL
following the top UCN scoring candidates. These multiple event entries will not populate the
IDC and NOT subfield, and no images/features are returned. Within a given SRL it is possible
that there will be multiple candidate listsnocatenated together in a single Typbased on the
friction ridge type of the candidateBae maximum possible lists are three. They include a list

for the fingerprints, a list for the lower hand and a list for the upper hand. The Fingerprint list is
from the traditional distal rolled and flats. The lower hand is comprised of Palmprints of the
lower palm positions including the interdigital area. The upper hand is comprised of the upper
palm posmons |nclud|nq flnqerprlnt frlctlon ridge (EJI and tip) mtdrdlqltal areﬁhe

A Ad upper
. Emils Irst will be ranked

and |mages/features will be returned hxe top UCN/BSI candidate from each list. In these

multiple lists it is possible for the UCN to be duplicated. The lists can be distinguished by IMT

and position code.

The MSG field is added to report to requestor that the latent search request spiiitdries

that contained both known and unknown records,(BIgR of CMF and ULF). The text will

state that the unknown records or repository(ies) were not searched, and the search result is for

the designated FRIF (known) repositories. When this steaecurs this message will be the

first entry in the MSG field so it stands out for the user. When images, candidate features and
matched minutiae are beingreturnech e MSG f i el d wi | Thismdtchwascont ai
made using information beydn f e a t uThiecavea texais pvovided because the NGI

matcher improves accuracy by use of additional imagery data.
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3.4.2.4Latent Penetration Query (LPNQ)

The Latent Penetration Query allows the user to check for the percentage of the Ghioal
Civil repository that will be accessed by a latent friction ridge se@hehquery contains the
search parameters that will be defined in either the LFIS or LFFS search request ir2a Type
record.The search parameters can contain repositoriegrdphicdescriptorDOB, RAC,

SEX, GEO& POB), fingerprint classificatiorfpertinent general class values are AU, WU, RS,
and LS) and fingerprint/palmprint position code déad PPD when FGP =19)hile the NDR
field supports all valid values for regitories, meaningful penetration values are only returned
for Criminal and/or Civil repositories. If SPC(s) and/or ULF are the only entries for, K2R a
penetration value for the Criminal repository is returned based on the rest of the search criteria.
This allows users to set the search parameters to ensure that the search does not exceed the
maximum penetratiorecommended by CJIS of 50 percdPegnetration tables developed by the
NGI LFR system may be used as an aid to help the user determine exertdtionThis
transaction applies only to a single finger, even if the original transaction included multiple
fingers.

3.4.2.5Latent Penetration Query Response (LPNR)

The response to a penetration query will contain the estimated size for the resesitohy
based on the transactidiefined characteristic¥he response will indicate the percent
penetration to allow further refinement of the search criteria.

The Penetration Query Response field (PEN) contains a penetration percentage as determined by
the search criteria in the LPNQ request. The penetration value returned in the PEN field will be a
combined percentage of the repositories specified in the LPNQ request. SPC(s) and ULF are not
considered (see LPNQ above).

3.4.2.6Latent Transaction Error (ERRL)

This transaction is returned by the FBI in response to a transaction that contained errors such as
search exceeding the penetration threshold, missing or inadequate quality fingerprints, missing
mandatory information, or invalid contenfhe MSG field shihinclude additional information

on the causes for the rejectidrror responses are describedhia Error Message Format

Section.

| IAFIS-DOC-010789.3Draft 57 November 1, 20155ep—122011




3.4.3 Latent Administrative Queries, Requests, and Responses

Administrative requests can be solicited by the users to imphevaccuracy and efficiency of

their latent operations by gaining insight into the composition of the CJIS search repositories for
use in search filteringrhe Latent Repository Statistics Query (LRSQ) provides the users with

the statistical representatiof the FBI Criminal and/or Civil Master File used to estimate search
penetration.

The following Types of Transactions (TOTs) are included in the Latent Administrative Queries:

TOT TRANSACTION
LRSQ Latent Repository Statistics Query

The followingare the responses to the above transactions:

TOT RESPONSE TRANSACTION
LRSR Latent Repository Statistics Response
ERRA Administrative Error Response

3.4.3.1 Latent Repository Statistics Query (LRSQ)

The LRSQ requests the current statistics used to estimate the penetratioGrahthal and/or
Civil Repository by a latent search based on the various input characteFisiscguery will
provide the users the data required to update the statigtmakentation used to estimate the
repository penetration of a latent search without having to use the Latent Penetration Query.

3.4.3.2 Latent Repository Statistics Response (LRSR)

The Latent Repository Statistics Response to the LRSQ will provide the useist@hrequired

to update the statistical representation used to estimate the repository penetration of a latent
searchThe ASCII file contained in the RSR field will contain the filter parameters used to filter
searches of the NGI repositories (civil &rdcriminal). Data will be returned for the civil and
criminal files individually, as well as for the civil and criminal files in togthatistics will not be
generated for the ULF or SPC(s), as the sizes of these files will be trivial compared W the ci
and criminal repositories.

3.4.3.3 Administrative Transaction Error (ERRA)
This transaction is returned by the FBI to indicate a transaction krirarludes a message field

(MSG) indicating the type of error detecté&dror responses are describedhaError Message
FormatSection.
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3.4.4 Biometric Investigation Submission

In addition to the FBI accepting other biometrics in conjunction with Tenprint Fingerprint
Identification Submissions and enrollment of other biometiicte future, CJIIS/FBI will
acep biometric investigation submissions othegritiingerprints as search engines become
available.

3.4.4.1Photo Investigation Search TransactiongFuture Capability)

Searching for photos in the FBI/CJIS database will be accomplished by three different methods.
The Text Based Photo Search will consist of using biographical data to retrieve a list of possible
candidates and their most recently taken facial pfidte.Text Based SMT Photo Search will
consist of using SMT descriptors to find a list of possible catefland their SMT photoEhe

Facial Recognition Search will consist of comparing features from the photo supplied on the
transaction against the set of features in the FBI/CJIS database.

3.4.4.1.1 Text Based Photo Search Request (Future
Capability)

Thistransaction will allow the user to specify biographical data to be used in a search for
possible candidate$he response consists of a list of candidates along with the most recently
takenfrontal facial photos or facial photos of the candidates witthitjleest scorePhotos for

the remaining candidates may be retrieved through separate image retrieval requests (IRQ).

3.4.4.1.2 Text Based SMT Photo Search Request (Future
Capability)

This transaction will allow the user to specify SMT descriptive data to be mseskiarch for
possible candidate$he response consists of a list of candidates along with the SMT photos of
the candidates with the highest scdétbotos for the remaining candidates may be retrieved
through separate image retrieval requests (IRQ).

3.4.4.1.3 Fadal Recognition Search Request (Future
Capability)

This transaction will allow the user to submit a photo to be used for searching against the
FBI/CJIS photo repository for possible candidald® response consists of a list of candidates
along with the most recenttgkenfrontal facial photos or facial photos of the candidates with

the highest scor&hotos for the remaining candidates may be retrieved through separate image
retrieval requestdRQ).
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3.4.4.2Iris Investigation Search Request (Future Capability)

This transaction will allow the user to submit an iris image to be used for searching against the
FBI NGI iris repository for possible candidatdhe response consists of a list of candidates
along with the iris images of the candidates with the highest ddgrenmages for the remaining
candidates may be retrieved through separate image retrieval requests (IRQ).

3.4.5 Biographic Investigation Submissions

The Biographic Investigation Submissia® unique to performing an investigative search

using the subjectds bi ogrTaechdnging polititaband soc&alt e ad o
climate necessitates the development of a process to ensure that people attending large public
functions, sub as the G8 Summit or a political convention, are not associated with terrorist or

criminal organizationsT he devel opment of the retrieval of
search provides a means to efficiently screen large numbers of pEaiglfnction is available

on a limited basis to federal agencies with prior written authorization from the FBI.

See Appendix B for details of the Tyfierecord, Appendix C for details of the Typeaecord,
and Table B3 for a complete list of all mandatorydnptional data for the Biographic
Investigation Submissions.

The following TOT is applicable to these biographic search submissions to the FBI:

TOT TRANSACTION
EQHR ExternalQueryHistory Request

The following are the responses to the aktoamsaction:

TOT TRANSACTION

EHRR Electronic History Request Response

EQRR External Query History Request ResponSeimmary
EQER External Query History Error Response

ERRR Transaction Error (Electronic Response)

3.4.5.1External Query History Request(EQHR)

TheExternal Query History RequeEQHR) submissiom equi res t hat plache subj
of birth, anddate of birth be submitted. A more accurate candidate list is compiled if the

biographic search is performed with more criteria. Therefiponal data, such as hair/eye

color, height oweightmay be submittedExternal History Queries will have a transaction
priority | evel of 6, which is consi(8eered fAsec:
Appendix A.)
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3.4.5.2External Query Request Respnse (EQRR)

An External Query Request Response (EQRR) will be returned containing the summary list of
zero to twenty candidates that were found as result of the External Query History search.

3.4.5.3External History Request Response (EHRR)

For each candidateturned in the EQRR, a separate External History Request Response
(EHRR) is returned, if requestdfino candidates are returned in the EQRR, no EHRR messages
will be returned to the contributdEach EHRR message will contain laientity History

Summaryfor a candidate returned in the summary report.

3.4.5.4External Query Error Response (EQER)

When the External Query History Request contains errors, such as missing mandatory
information or invalid contents, the External Query Error Response (EQER) willlsagdtto

the contributorThe response will include the message field (MSG) indicating the type(s) of
error(s) encountere&ee the Error Message Format Section for more detail on how this response
is formatted.

3.4.5.5Transaction Error (Electronic Responsg(ERRR)

When the result of the External Query History Request contains candidate(s) wHdenting
History Summaryis not available, th&ransaction Error (ElectronResponsg(ERRR) will be
returned to the contributoAs a large number of records faengons born before 1956 have not
been automated, thotgentityHistory Summariesill not be availableThe ERRR will include
a message field (MSG) indicating the status of the reddrel.record will be converteth three
to four business days, the cobtitor may submit a follovon EQHR request to receive the
IdentityHistory Summaryelectronically.

| IAFIS-DOC-010789.3Draft 61 November 1, 20155ep—122011




3.5 Notification Service

The Notification Service provides agencies with unsolicited notifications from the system based
on event criteria (triggersin unsolicited notification may be triggered by functions initiated by
the system, Authorized FBI Service Providers, or Authorized Contrib@owes of the functions

that may trigger these notifications are the cascaded searches from identification and
investgative searcheg\nother may be triggered by the update of an Identity History record.
Appendix E provides a summary of the Information Service transactions with the2 Tighds

that are optional and mandatoAppendix C contains the detailed infornmatifor each of the

Type-2 fields.

The FBIs responses t®ystem initiated functionare as follows:

TOT RESPONSE TRANSACTION
ULM Unsolved Biometric Match

UULD Unsolicited Unsolved Latent Delete
UHN Unsolicited HitNotification

3.5.1 Unsolved BiometricMatch (ULM)

An Unsolved Biometric Match Notification contains an unsolved biometri¢Uilé=) match
notification. These notifications are sent to the ovarthe unsolvedbiometricwhen newly
submitted criminal, civil, or latent friction ridge seagsimatch an unsolved latent case image
They also can occur after a Biometric Decision submissiarpizssible identificatiomwhich

followed one of two different scenarios of directed searches of the ULF: where the requestor
does not own the latent candidadeord, or when the probe for search is also a latent. The BIA
field is added for cascaded searches of the ULF to reflect the available biometric image types
available for the enrolled Identity that matched the latent. The existing SCNA field is populated
with the legacy SCNA value if NGI has it, if not it is populated with the UCN value for the ULF
latent that matched. The BSI field uniquely identifies the matching biometric set, the IMT field
indicates what type of biometric set matched the ULF recodittee PPD field works with the
existing FGP field to identify the matching images if the matching set is a Supplemental Print
set.

Currently the IAFIS/NGI system returns these notifications for fingerprifit® response will
include the UCN along withibgraphic identifiers associated with the subject that matched the
unsolved latent imag&he ULM will return the complete image set that was matched against the

Unsolved Biometric Filbr-mest-efthese-cases;-the- UbM-will-return-the-single-image-that was
matched-against-the-Unselved-Biometrie-Fifdhe submission is not retained by IAFIS/NGI u

to 14 imagesssociated with that submission vii# returned in this transaction when a tenprint
record hits againdatent images in the ULA. h e i 0 w n ansalveddatent talsees
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responsible for conducting the comparisGarrently the CIN, CIX, ATN, SCNA, and CRI
fields are associated with the unsolved record while the FBI, NAM, AKA, POB, CTZ, DOB,
SEX, RAC, SMT, HGT, WGT, EYE, HAIl, PPA, PHT, DPRISG, FGP BSI, PPDandBIA
fields are associated with the identitysubmissiorthat hit against the unsolved record.

In the future, other biometri¢ge., Palmprint and Supplemental Fingerprints and Palmprints)
will be included in these notifications alongthvthe use of this natification for a decision made
against an image in the unsolved repository.

3.5.2 Unsolicited Unsolved Latent Delete (UULD)

This transaction is used to indicate that a record has been deleted from&helEBby the

LFR systemWhen armattempt is made to add a record and the ULF (or a particular subfile of the
ULF) contains the maximum number of allowable records, theni@mmated delete occaiThe
record deleteavill be the oldest record in the file/subfilé.a set of unsolved lat¢ images were
added from a muHiinger latent search, the UULD applies to the entire set of images adued.
existing SCNA field is populated with the legacy SCNA value if NGI hdiitot, it is also
populated with the UCN value for the ULF latent.

3.5.3 Special Population Cognizant (Future Capability)

A Special Population Cognizant Notification contains either a notificafiendecision made
against an image in the special population cognizant reposit@rgpecial population cognizant
file matchnotification for any of the biometrics (i.e., fingerprint, latent, palm, photo, or iris).
These notifications are sent to the owner of the biometric

3.5.4 Rap Back Activity (Future Capability)

In the event that a criminal or civil submission, dispositiorexdernal system activity identifies

an individual with an active Rap Back monitoring flag, a Rap Back activity notification will be
sent to the Rap Back record owner and designated recigreittiscoordination with the FBI

will determine the type of ndication agencies will receiva.he FBI will send a Rap Back

expiration notification to the Rap Back record owner 30 days prior to the designated subscription
expiration date for each Rap Back enrollment, with an option to renew.

3.5.5 Rap BackSubscription Renewal Notification (Future Capability)

The FBI will send a Rap BadkRenewalNotification to the Rap Back record owner prior to the
designated subscription expiration date for each Rap Back enrallftrenRap Back record
owner then submits a Rap Baldkiintenanceequest to renew their Rap Baslbscription
associated witithe CJIS record.
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3.5.6 Unsolicited Hit Notification (UHN)

This type of notification will be provided to the owner of a record wthere is a hit against a
highly probable candidat&orthe nitial implementationonly certain types ofransactions will
initiate Unsolicited Hit Mtifications(UHN) anddissemination rules for responses frRfRIS
transactionsvill be usedln the future, dissemination rules will be applied based on
implementation of a muliiered data structur@nly agencies that have signed up for this
notification will receive this message type.

3.5.7 External Link Record Activity Notification (Future Capability)
This type of notification will be provided when fileaimtenance activities (e.g., posting an
arrest, consolidating records, expungement of last cycle) occur against a record which contains
an external system linkhese notifications will be sent to the external system owner of the
record containing aextenal system link.

3.5.8 External Link Failure Notification (Future Capability)

This type of notification will be provided to an external system when an external link could not
be established on the subject requested
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3.6 Data ManagementService

This new servicavill provide users with the ability to manage data within Clli&llows uses
to add, delete, and modify data contained in CJIS that is under their cApehdix | provides
a summary of the Data Management Service transactions with the2Tigldsthat are optional
and mandatoryAppendix C contains the detailed information for each of the Ryfields.

3.6.1 Latent Image Maintenance Submissions
An authorized contributor caransmit file maintenance messages to specify transactions related
to the unslved latent file; specifically, an Unsolved Latent Record Delete Request (UhB).
processing flow for electronic requests to delete unsolved fatetitn ridgerecords is
illustrated inFigure 11

Figure 11 Electronic Requests to Delete Unsolved ltent Friction Ridge Records
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The following TOTs are latent file maintenance transactions transmitted to the FBI:

TOT TRANSACTION
ULD Unsolved Latent Record Delete Request

The FBEs responses to latent maintenance transactions are as follows:

TOT RESPONSE TRANSACTION
ULDR Unsolved Latent Delete Response
ERRL Latent Transaction Error

3.6.1.1Unsolved Latent Record Delete Request (ULD)

This TOT is used to request that unsolved | at:
Unsolved Latent filesTheidentification number used to designate the latent record to be deleted

under NGI will continue to be the CIN/CIX and the SCNffa set of unsolved latent images

were added from a muifinger latent search, the ULD applies to the entire set of imagesiadd

The existing SCNA field is populated with either the legacy SCNA vghige may be the only

identifier the submitter hagy the UCN of the latent record to be deleted.

3.6.1.2Unsolved Latent Delete Response (ULDR)

This transaction is used to indicate that a record has been deleted from the FBI's Unsolved Latent
files in response to a ULD messag@e Type2 record contents of the ULDR transaction can be
viewed in Tabled1.

3.6.1.3Latent Transaction Error (ERRL)

This transaction is returned by the FBI to indicate a transaction #rhocludes a message field
(MSG) indicating the type of error detect&dror responses are describedha Error Message
FormatSection.

3.6.2 Fingerprint Image Submissions

Fingerprint image update transactions are to be used particularly by states patrticipating in the
National Fingerprint File (NFF) when they obtain fingerprints from subjects already on file that
are of substantially better quality or include different cbimstics than the existing onfsg.,

a new scar The new fingerprints are submitted to the FBI for evaluation and inclusion in the
FBI files.

Fingerprint | mage Submi s s iAbdingdrgrint @ageswustbe us e
accounted fom the update request to verify identification and finger sequdieeFBI will
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determine whether to update the master fingerprint imadgesprocessing flow for electronic
requests to upgrade fingerprint images is illustratéeigare 12

The following TOTs ardingerprint imagdransactions transmitted to the FBI:

TOT TRANSACTION
FIS Fingerprint Image Submission

The FBGs responses tiingerprint imagemaintenance transactions are as follows:

TOT RESPONSE TRANSACTION
FISR Fingerprint Image&submission Response
ERRI Image Transaction Error

Figure 12 Electronic Requests to Upgrade Fingerprint Images
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3.6.2.1Fingerprint Image Submission (FIS)

This transaction is used to submit electronic fingerprint images that are candidates for upgrading
the FBI fingerprint image fileslt is intended primarily for use by NFF states when it is

determined that a second or subsequent arrest provides fingerprints of significantly better quality
than those previously submitted to the FBI, or when it is deterntivezd are new fingerprint
characteristics such as scars or amputatibme.transaction submits the new fingerprints to the

FBI for evaluation and possible inclusion in the FBI filaB.14 fingerprints, rolled and plain,

must be accounted for to veriftye identification and confirm fingerprint positiorihe FIS

TOT will support the submission of Palmprint image sets and Supplemental Fingerprint and
Palmprint image sef(see details in Sectiar3.6.3.13 & 3.6.3.1.9. Userswill be allowed to

submit mutiple image sets in the same messagee FIS will allow users to submit image sets

to be attached to an existing event or to add image sets to an idEmiguentidentifier field

will be added to the Typ@ record to allow the user to specify@vent identifiefrom a prior

eventfor assigment ofthe new image sets.

3.6.2.2Fingerprint Image Submission Response (FISR)

This transaction is returned by the FBI to acknowledge a valid fingerprint image submission and
specify which finger image(s) were wgdd.In the future, the new field biometric set identifier

will be added for the biometric sets enrolled in processing the FIS me3tagesponse

contains the biometric set identifier for each biometricsabtnitted The FGP field continues to
indicat which fingers are replaced for messages including fingerprints, but as composite
biometric sets are not maintained for Palmprint and Supplemental Print sets no corresponding
values are sent back from the biometric sets.

3.6.2.3Image Transaction Error (ERRI)

This transaction is returned by the FBI to indicate a transaction Brirarludes a message field
(MSG) indicating the type of error detecté&dror responses are describedEimor Message
FormatSection.

3.6.3 Biometric File Maintenance Submissions

Electronic biometric file maintenance services include transactions for eniatirand
deletingbiometricsfrom a specified FBI/CJIS repositoryo allow for modification of biometric
data, the useshouldsubmit transactiagto remove the biometric drthen enroll the updated
biometric into the specified FBI/CJIS repositovwhen cascaded searctesasl investigative
searcheseturn possible matches, the user can subMibmetricdecision notification for the
purpose identifying an unknown candidate.
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The following TOTs ardiometrictransactions transmitted to the FBI:

TOT TRANSACTION

FIS Direct Supplemental Fingerprint afiRhlmprintEnrollment Request
FIS Direct PalmprintEnroliment

BDEL Biometric Delete Request

CPD Subject Photo Delete Request

BDEC Biometric Decision Submission

The FBIs responses tmometrictransactions are as follows:

TOT RESPONSE TRANSACTION

FISR Supplemental Fingerprint and Palmprint Enrollment Response
BDELR Biometric Delete Response

PDR Subject Photo DeletResponse

BDECR Biometric Decision Response

3.6.3.1Biometric Enrollment Transactions

3.6.3.1.1 Direct Fingerprint Enrollment Request (Future
Capability)

In the future fingerprint imagesnay be submitted separately from the normal tenprint
transaction by using th@irect Fingerprint Enroliment requedthese fingerprint images must
meet CJIS standards for searches to allow them to be statesl Special Populaticg@ognizant
(SPC) repositoriesCJIS will respond with a Direct Fingerprint Enrollment Response tréiosac
to show successful receipt and storage of the imdigthe images do not meet CJIS standards
for searches, an error response (BRRill be returnel to the user.

3.6.3.1.2 Direct Latent Enrollment Request (Future
Capability)

In the future, latenimages maye submitted foenrollment intcan SPC by an Authorized
Contributorusing the Direct Latent Enroliment Requé&3ilS will respond with a Direct Latent
Enrollment Response transaction to show successful receipt and storage of the images into the
specifiedSPC.If CJIS encounters an error associated with this acéioarror response (ERR

will be returned to the user.
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3.6.3.1.3 Direct Supplemental Fingerprint and Palmprint
Enrollment Request(FIS) (NGI Increment 3)

Supplemental fingerprints and palmprintages may be submittedncurrently witha normal
Tenprintldentificationtransactioror by using tlis Direct Supplemental Fingerprint and
Palmprintimage EnrolimentequestThis request mudie accompanietby a set oftenprint
fingerprint images for Vaation with the UCN includetb provide complete assurance that
these images are being enrolled with the proper retfdhds request is not accompanied by a
set of tenprint fingerprint imagean agency must have an MOU in place with the FBI prior to
sending transactionsithout fingerprint images attached-hese supplemental prints are enrolled
into the CJIS repository when distal fingerprints from the supplemental (EJI) image can be

| matchedagainst theéenprint fingerprint imagesubmitteel.

Currertly, thesupplemental fingerprint and palmprintages will be stored ithe CJIS
biometricdatabase fasearchingand will be associated with the Identity (UCN), creating a new
event.In the futurethis transactiomill allows users to submit image sets to be attached to an
existing even{by using @ Eventldentifie[EVI]). When tenprint fingerprint images are
included in this transaction, they will be used to conditignabdate the composite tenprint
fingerprint imags.

CJISwill respond with eDirect Supplemental Fingerprint and Palmprimage Enrollment
ResponséFISR)transaction to show successful receipt and storage of the imiaggswith the
newly created BSand EVI If the submitted fingerprints do not ich the given UCN, an error
response (ERR) will be returned to the usdf.the quality of the images being enrolled satisfies
fingerprint searching thresholds, FBI will cascade a search of the unsolved fingerprint file and
marked special population fikex

3.6.3.1.4 Direct Photo Enroliment Request (Future
Capability)

| In the future, photimages may be submitted separately from a noremgrinttransaction by < (Formatted: Don't keep with next

using theDirect Photolmage EnrollmentequestAn agency must have an MOU in place with
the FBI priorto sending transactions that do not have fingerprint images attadiesghoto
images will be stored ia CJISdatabase for future searching capabillty.provide complete
assurance that thghoto imagesre being enrolled with the proper record, in addition to
providing theUCN of the existing record, submissiomsybe accompanied kslectronic
tenprintfingerprintimages for verificationCJISwill respond with eDirect Photolmage
Enroliment Responseansaction to show successful receipt and storage phitteimagesIf
the submitted fingerprints do not match the given UCN, an error responsé jERRbe
returned to the uself.the quality of the photo images being enrolled satisfies faciat!sieay
thresholds, FBI will cascade a search of the unsolved photo file and marked special population
| photo file(s).

| IAFIS-DOC-010789.3Draft 70 November 1, 20155ep—122011




| 1AFIS-DOC-010789.3Draft 71 November. 1, 201 8ep—12,2011




« [ Formatted: Don't keep with next

3.6.3.1.5 Direct Palmprint Enroliment (FIS) (NGI Increment
3)

The FBI will allow law enforcement agencies to enpallmprins associated with previously
enrolledtenprintrecordsby using the Direct Palmprint Enroliment requ&slmprintimages

may beenrolled when submitted in conjunction wiagmormalTenprintldentificationtransaction

or by using tls Direct Palmprinimage EnrolimentequestThis request must accompanied with

a set of tenprint fingerprint images for validation with the UCN includech @ggncy must have

an MOU in place with the FBI prior to sending transactions that do not have fingerprint images
attachel. Thesepalmprints are enrolled into the CJIS repository whiesdistal fingersegments

from the palmprint image can be validated againstehprint fingerprint imagesubmitted.

Thepalmprintimages will be stored ithe CJISdatabase for searchiagd will be associated

with the Identity (UCN), creating a new evenin the future, his transactionvill allow users to
submit image sets to be attached to an existing event . When tenprint fingerprint images are
included in this transaction, they wile used to conditionigl update the composite tenprint
fingerprint images.

CJISwill respond with eDirect PalmprintEnrollment ResponggISR)transaction to show
successful receipt and storage of pladmprintimagesalong with the newly createtf the
submitted fingerprints do not match the given UCN, an error responseA(BERRbe returned
to the userlf the quality of the palmprint images being enrolled satigis@mprintsearching
thresholds, FBI will cascade a search ofthé- and marke®&RC file(s).

3.6.3.1.6 Direct Iris Image Enrollment Submissions (Future
Capability)

In the future, iis images may be submitted separately from a naen@kinttransaction by

using theDirect Iris Image EnrolimentequestAn agency must have an MOU in place viitle

FBI prior to sending transactions that do not have fingerprint images attdtteads images

will be stored in a&CJISdatabase for future searching capabillty.provide complete assurance
that the iris images are being enrolled with the properdecubmissions may be accompanied
by electronic tenprint fingerprint images for verification, in addition to providing the UCN of the
existing recordCJISwill respond with &irectlris Image Enrollment Response transaction to
show successful receiphd storage of thiis imageslf the submitted fingerprints do not match
the given UCN, an error response (ERRwill be returned to the user.
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lines together
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3.6.3.2Biometric Deletion Transactions

« [Formatted: Keep with next

)

3.6.3.2.1 Biometric Delete RequestBDEL) (NGI Increment
3)

D [Formatted: Keep with next

This transactionill allow the user to request deletion of a specific biometridsetthis phase
of NG, this transaction will support Palmprint Deletion and Supplemental Print Deletion and
Unsolved Latent Deletion of Latent Prints from the ULF. This TOT will support additi

del etions in the future. Onl yheawnerésdefineddss owne
the CRI who enrolled the biometric or the State Bureau for the TRd.requestor will specify

the appropriate identifier(s) of the image(s) to be remdoVke UCN and BSI are used to specify

the specific image set being deleted and both fields are required. The BDEL can be used against
the ULF where 3 comblnatlons are supported: UCN/BSI CIN, and CINA@%e—tuMe—he

ffmdegacy ULD TOT contmues to be
supported to allow deletion of ULF entries using the case identifiers CIN and CIX, or SCNA.

3.6.3.2.2 Biometric Delete ResponséBDELR) (NGI
Increment 3)

This transaction is returnedhen a successfiliometric Delete Requestas completedf any
permission(e.g.,submitter is not the owner of the image)processing errors are encountered

an error trasaction(ERRA)is returned, so receipt of the Biometric Delete Response indicates
the requested delete was succesShute it is possible for more than one UCN to be deleted in a
single BDEL transaction using the CIN/CIX, the UCN field will support ua toaximum of 25
values to be reported. If more than 25 UCNSs are deleted, than this will be reported to the
contributor in the MSG, 2.060, field.

3.6.3.2.3 Subject Photo Delete Request (CPD) and Response
(PDR)

This transaction enables users to delete a spedifitopset associated with a DO@nly owners

of that photo set may delete The requester specifies tR81 Number ofUCN of the subject

and the DOA, or a subject record identifiéthe request contains any errors, the response code
(REC) will be setd i This response (PDR) will be returned including the reason for the
rejection in a response explanation field (EXP).
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3.6.3.2.4 Civil Deletion Request (Future Capability)

The Civil DeletionRequestipdates the identity history record by removing the requesidd
event from the specified identityhis request must have a valid UCN, Date of Event, and the
originator of the request must be the owner of the event data.

3.6.3.3Biometric Decision Submission(BDEC) (NGI Increment 3)

This transaction gives the user the ability to give a decfsioa potential match (ULM)

resulting from a cascadegarch or investigative searc{&RL). The submésion will include
theunique identifieassociated with the biometric for which the drxids made against along
with the decision being madk.a positive decision by the owner of tieageis made against an
image in the unsolved file, that image will be removed from the unsolvedliiése biometric
decisions can be fdingerprints, latent fingerprints, unsolved photos, palmprints, or. Fisese
decisions will be used to track and report statisticatlyrends to aid in analysis ef/stem
performancevhen evaluating for possible improvemenits.aid in the captureof these statistics
the TCR (1.010) field in the TypE record of the BDEC shall contain the control number (TCN
1.009) from the transaction (ULM or SRL) containing the candidate information for which this
decision is being mad&he Search Results Findings (SRF) field ipanded to support an
inconclusive (ACO0) deci passibiedenificationg Aiwiodg h e
idenificaton( ANo0) , and pending (APO).

The candidate record can be identifigdusing thdJCN. In all caseshe BSI can be provided to
explicitly designate the image set used for the decision. The CIN andabiKe provided to
designate an entire cagepositiveidentificationdecision on a latent record in the ULF from a
known probe will result in the recoliking deleted if the requestor owns the latent record. If the
requestor does not own the latent record or the probe is also an unknown, (fzertt)e latent
record in the ULF is not deleted, and a ULM noatification is triggered to the owner of the late
record. The Unsolved Latent Retained (ULR) field is provided for lggessible identification

deci sions where a value of AiY0O indicates that

When he ULR field is omittedand a positive decision is indited the defaultaction will beto
delete the latent record.

3.6.3.4Biometric Decision ResponséBDECR) (NGI Increment 3)

This transactioris returned wherm successful Biometric Decision Submissigas completedf

any permission or processing errors areoenteregan errotransactions returnedTherefore
receipt of the Biometric Decision Response indicates the decision submission was sudtessful.
the decision is positive identificatiomnd the matched candidate is a latte MSG field will
indicate if the latent was deleted.
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3.6.4 ldentity File Maintenance Submission(Future Capability)

Identity maintenance actioifBl Record Maintenance Requesgtpy include modifications or
deletions of individual biographical data, event data, or other Identity History data elefents.
maintenance action may also include changing tier designations and copying a record into the
International Terrorist File (ITHrom another CJIS repository.

This transaction enables users to submit identity file maintenance for subjects in the FBI/CJIS
repository.The submitter will specify the exact elements in the biographical data to modify,
delete, or add specified data.

3.6.4.1 International Terrorist File Maintenance Request (Future
Capability)

This transaction enables users to submit a maintenance request to ITF, which consist of
modification, deletion, or copying images into the ITF repository.

3.6.4.2External File Maintenance Subnissions (Future Capability)

External System Identity Record Maintenance request providesadilityfor an External
System to modifydentity information.This capability will allow the addition, modification, and
deletion of selected data elemeriteese will also include the capability for the FBktnd

External File Maintenance Submissions to External Systems and receive a response from the
External Systems.

TheExternal System File Maintenance submissions provide the ability for Authorizedh&xter
Systemsé€.g.,IDENT) to submit records to benrolledinto theNGI Shared Datéiles. The
process of enrolling implies an addition to the Shared Odim.Shared Data files are comprised
of the NGI Shared Want Files which contain NGI records and i® Bhared Watch Files
which contain IDENT recordg:hese submissions will also provide the ability for Authorized
External Systems teemowe and demat recordsA demotion is a canceled Want in NGI that
may be maintained in an External System (e.g., IDERN& previous encounter has occurred

3.6.5 Disposition File Maintenance Submission(DSPE) (Future
Capability)

The DispositiorFile Maintenanc&ubmission request service update&antity history record

by associating court and custody information t@eamest cycleThe DispositiorFile

Maintenance service allows an Authorized Contributor to submit disposition maintenance
requests to the FBThis functionality includes the electronic update and deletion of disposition
data.An electronic response (DSPRIll be sent to the requestor.
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3.6.6 Rap Back File Maintenance Submissioné~uture Capability)

| In the future, the Rap Back Service will provide authorized users the capability to enroll an Formatted: Don't keep with next, Don't keep
individual and subscribe to mdRanpsulBequektdo | n [linestogether

criminal, disposition, and/or external system activity involving that individuatler certain
circumstances, this service will also provide authorized users the capability to receive
notification when subsequent civil submissionsraceived The Rap Back Service will also
provide the users the capability to receive amm#fication to verify the individual is still of
interest prior to releasing the notification.

The Rap Back Service will automatically provide notificatiomgpungement information for
those individuals enrolled in Rap Badkie Rap Back Service will include subscription
registration and maintenanaad, registering, unregistering), status checking, activity detection,
response generation, and billirRyior coordination with the FBI will be required prior to Rap
Back enrollment.

3.6.6.1Rap Back Record Enroliment (Future Capability)

For existing individual with fingerprints on file with the FBI, agencies may request Rap Back
Services to be provided without resulting fingerprints by providing a valid UCN (although
fingerprint images may be submitted with the request for verification purposes).

3.6.6.2Rap Back Maintenance Request (Future Capability)

The Rap Back Service will provide opportunities for authorized agetzimodify, or delete the
Rap Back enrollment informatioAgencies may modify the expiration date, discontinue the Rap
Back Service, remove the civil fingerprint associated with the enrollment request, and modify
Rap Back recipients.

3.6.7 External SystemLink Maintenance Submissions (Future Capability)

The ExternaBystemLink Maintenance requesan External System Identity Record
Maintenance request, and an External Sydtinked RecordActivity will provide the capability
for an External System toodify their link identifier associated with a UCN in the CJIS
databaseThis will also provide the External System with the ability to report activity on a link
identifier.
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3.7 Error Message Format

When a transmission is rejected because a data field{s)mb pass internal editing criteria, an
error response will be transmitted back to the submitting ag&acy reason for rejection will
be detailed in the status/message (MSG) fidluto 11 errors for a transaction can be recorded
in the MSG field MSG will contain an error description relating to the specific discrepancy
identified.If the error is related to a field that contains invalid data, the field tag and first 30
characters of the data in the invalid field will be returned.

Errors in incomingransactions can be derived from many sour€dtSerror handling
capabilities will be an evolutionary produbt.its initial version,CJISrecognized and dealt with
several hundred identified error conditioRsiture updates to th@JISsystem will deelop
improved capabilities that support -aféminal or error conditions.

CJIS will validate all incoming data prior to its use within the sysiEmat is, all received and
parsdfields will undergo an appropriate edit chelfkany mandatory data are raiag the
transaction will be rejectedf. any mandatory datareincluded butonsidered aerror, then an
attempt will be made to correct the values manuHlgny optional datarein error, the data
will not be stored in the CJIS repository

The err@ response will be included in the ERRT, ERRA, ERRI, ERRRRRor EQER
transaction as appropriafehe following is a nofinclusive list of the types of error messages:

Mandatory field missing

Invalid field for transaction

Field discrepancy

Field out ofrange

Request not on file

Fingerprints do not allow extraction of characteristics
Non-standard nativenode fingerprint characteristics

=2 =4 =8 -8 -8 -89

The following aréfive unique types of error responses:

TenprintTransactiorError Response (ERRT)
LatentTransactiorError Response (ERRL)
Information/imageTransactiorError Response (ERRI)
AdministrativeTransactiorError Response (ERRA)
Transaction Error (ElectroniResponsp(ERRR)
External Query History Error Response (EQER)

=A =8 =8 -8 -8

Appendix M contains further details onrgents of the MSG field for error conditions.

| IAFIS-DOC-010789.3Draft 77 November 1, 20155ep—122011



3.8 Other Special Requirements for Communicating WithCJIS
3.8.1 Electronic Fingerprint Images

Electronic fingerprint images must be captured and transmitted to the FBI in accordance with the
standard for thelectronic interchange of fingerprint informatiothe ANSI/NIST-ITL.

3.8.2 Fingerprint Image Compression/Decompression Algorithm

IAFIS-IC-0010(V3), IAFIS Wavelet Scalar Quantization (WSQ) Grayscale Fingerprint Image
Compression Specification, dated Decenmti®r1997, provides the definitions, requirements,
and guidelines for specifyi ndheddrwenerfdpéciiess WSQ c.
the class of encoders required, decoder process, and coded representations for compressed image
data.Latent imagesre not compressed.

The specification provides an informative overview of the elements of the algoRgfer.to it
for detalils.

ISO International Standard 10918 Information Technology Digital Compression and Coding

of Continuous Tone Still Imagd®art 1:Requirements and Guidelines, commonly known as the
JPEG (The Joint Photographic Experts Group) algorithm, has been requested for use by the UK
Home Office in submitting fingerprint images to CJIS.

The FBI is responsible for maintaining a regisifyapproved compression algorithms and
assigning a value to ea¢see Table ). This value is to be used in the Typer Typeld

Logical Record so the receiving agency can use the appropriate decompression algorithm to
decode the image dafBhe Color andGrayscaleCompression AlgorithniCGA) field is a
mandatory ondoyte binary field used to specify the compression algorithm used (ifAany).
binary zero denotes no compressithe following table indicates the acceptable values for this
field. The FBI expects 500 ppi scanned Typer Typel4 tenprint images, as well as 500 ppi
Type-15 palmprint images, to be compressed with compression algorithm WSQ20 with a
nominal compression ratio of 46-1. The FBI expects 10Q8pi scanned Typé&4 and Typel5
images to be compressed with compression algorithia dR@ TypelO photo images to be
compressed with compression algorithm JBEBFIS will accept fingerprinand palmprint
images scanned 800 andLO00 ppi No downsampling or transcoding of 1000 ppages is to

be performed prior to transmission to the FBie table will be updated when new algorithms
are approved by the FBI.
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Table 3-5 Compression Algorithm Values

Compression Algorithm Binary Value ASCII Code

None useqUncompressed) 0 NONE
Wavelet Scalar Quantization (WSQ)]
FBI Revision 2.0

WSQ Version 3.1 or higher is
recommended (Version 2.0 or Versi
3.0 may be used for platen areas le|

than 2 inches in height) 1 WSQ20
JPEG ISO/IEC 10918 (Lossy) 2 JPEGB
JPEGISO/IEC 10918 (Lossless) 3 JPEGL
JPEG 2K ISO/IEC 15444 (Lossy) 4 JP2
JPEG 2K ISO/IEC 15444 (Lossless] 5 JP2L
Portable Network Graphics 6 PNG

3.8.3 Fingerprint Image Quality Specifications
The IAFIS Image Quality Specifications are provided in AppeRdix

3.8.4 Fingerprint Image Size Requirements
The scanned fingerprint image sizes shown in the following table are consistent with standard
fingerprint cardor common livescan imageslo accommodate livecan equipment, where the
platen size can exceed theseasurements, CJIS will accept images larger than tHeseever,

when oversize images are returned to a contril
the display of these oversize images.
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Table 3-6 Maximum Sizes for Fingerprint

Fingerprint Width Height
pixels(inches) pixels(inches)

Rolled Impression 800(1.6) 750(1.5)
Fingers 110 (@ 500 ppi)
Rolled Impression 1,600(1.6) 1,500(1.5)
Fingers 110 (@ 1,000 ppi)
Plain Thumb Impression (@ 500(1.0) 1,500(3.0)
500 ppi)
Plain Thumbimpression (@ 1,000(1.0) 3,000(3.0)
1,000 ppi)
4 Finger Plain Impressions 1,600(3.2) 1,500(3.0)
(@ 500 ppi)
4 Finger Plain Impressions 3,200(3.2) 3,000(3.0)
(@ 1,000 ppi)

According to ANSI/NISTITL standards, CJIS will receive and store as part of a Tenprint
Fingerprint Identification Search;000 pixels per inch (ppi) images, Iris, Palmprint, Photo,
Supplemental Fingerprint and Palmprint datathis time,|AFIS will convert1,000 ppi image
to 500 ppi for CJIS processing afttte system wilketurn any subsequent images at 500 ppi.

When CJIS begins processing 1,000 ppi under NGI, the stored images will then be resubmitted

into NGI. Therefore, agencies are encouraged to submit 1,000 ppi imaged $ostorage and
collection purposed\ transaction being directly submitted to NGI will pecesed and stored

in the submittedresolution

| 1AFIS-DOC-010789.3Draft

80

November 1, 201 Sep-—12,2011




APPENDIX A - TRANSACTION RESPONSE TIMES

Table A1 represents existing average response times for incatengonic transactions to CJBable A2 contains future NGI
maximumresponse timedable A3 represents types of transactions by ser@cgrently, priority designation exists only for Latent
transactions using the PRI field (see definition of PRAppendix C).There is an NGI requirement to process transactions based on
priority and will be implemented in a future incremekfter completion of the NGI design phase where the requirement will be
implemented, more information will be included to dése how the priority for a transaction is specifigtie PRY field (see

definition of PRY in Appendix B) corresponds to the Priority column in TabRfér transactions which will process based on
priority.

Table A-1 IAFIS Average Transaction Response ifes

1sec
3sec
3.7 sec
10 sec
20 sec
2min

3 min

7 min
15 min
30 min
1 hour
24 hours
30 days

Transaction Priority Type
Criminal Fingerprint urgent electronic
Identification Search hard-copy
remote searches
non-urgent electronic
hard-copy 1
electronic latent
(LFS) 1
css q
remote searches T
Civil Fingerprint urgent electronic 1
Identification Search non-urgent electronic 1
CSss 1
hard-copy 1
remote searches 1

o |—a |- | 2 hours

IAFIS -DOC-010789.3Bbraft- A-1 <
November: 1, 2011Sep—12,2011

Formatted: Right: 0.03", Tab stops: 4",
Centered+ 8.5", Right + Not at 4.06" + 6.5"
+ 8"




Transaction

Priority

Type

1sec

3 sec
3.7 sec
10 sec
20 sec
2 min
3 min
7 min
15 min
30 min
1 hour
2 hours

30 days

humanitarian

|—a [ 24 hours

RISC Rapid Search, no Identity info

==

RISC Rapid Search, Identity info

Known Fingerprint Image Requests

Criminal Photo (mug shot) Requests

Criminal Photo not found Response

Criminal Photo (mug shot) Delete Request

Tenprint Rap Sheet Search Request

Tenprint Features Search*

Tenprint Image Search*

Latent Remote Search

Il Subject Search

Remote Unsolved Latent Record Delete

ULF Maintenance (Add)

Latent Penetration Query

Latent Repository Statistics Query

Subject Searches* (Criminal)

Subject History Retrieval Requests (Criminal or Civil)

* Times in these system transaction rows are maximum values, not averages.
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TableA-2: FutureNGI Maximum TransactiofResponse Tinsprovides a summary of threaximumresponse timely transaction type
and priority. Some transactions haliferent priorties as indicated in the table.

Table A-2 Future NGl Maximum Transaction Response Timg

ololo clelelalele |88 |
Transaction Priority |« |w |& |[& [® |o [w |4 [¢4 |6 |« |« |5 [Q|F |4
Criminal Fingerprint high 1
Identification Search routine 1
low 1
non-urgent 1
Civil Fingerprint high 1
Identification Search routine 1
low 1
non-urgent 1
RISC Rapid Search, no Identity info 1
RISC Rapid Search, Identity info 1
International Terrorist Identification Search 1
International Terrorist File 1
Fingerprint Investigation high 1
Search routine 1
low 1
Fingerprint Verification request 1
Fingerprint Image Retrieval, single UCN 1
Fingerprint Image Retrieval, multiple UCN 1
Fingerprint Audit Trail Retrieval 1
Fingerprint Maintenance 1
Cascaded Fingerprint Search 1
Latent Search high 1
routine 1 Formatted: Right: 0.03", Tab stops: 4",
low 1 Centered + 85", Right + Not at 4.06" + 6.5"
+ 8"
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